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Goals for thisCollection
The goal ofhis collection of articleis nothing less thano completelychange the way you think

about electronically stored information.

In a world where less than oAg-one-hundred cases are tried, discovery strategy, particulatly e
discovery strategy, is more often vital than triatategy. Strategy ig” Gimply doing what the
rulesrequire,and the law allows{ G NI} G $3& NXBIljdzANBa ¢S SELX 2NB 2d
LI- Ay LI2AyYyGa IXitjisyaBoutahdzMdney&Eghdve deflect, distract or, deplete the

2 (1 K S NJ t&ntidR, @628y dr résourced?ow can they save face while we get what we want?

Yet, strategic use of-discovery garners little attention, perhaps because the fundamentals
RSYlIYR &2 YdzOK F20dzaz ( KAsNdess, we tend fofeve thl@e ¥ T2 N
way of approaching-discovery and distrust any way not our owifi.you only know one way of

doing things, how do you act strategically?

{GNF 0S3TIA0 RAAO2OSNE A& (GUKS R2YIAYy 2F (K2aS 4K
efficient, effective discoveryThat level of engagement, facility and flexibility is rare; but, you can
bemorestrategicineRA &8 02 SNE S @Sy AT Theselrénditys aexdésighedtb 2 & U
get you thinking about the fantastic journey data takesnfrits simple, seamless existence as an
endless stream of ones and zeroes to the seemieglyless variety of documents,
communications, records and formats that confound us-tliseovery.More, the goal is that you

learn to use dliscovery strategicallymaking wise choices because you understand the sources

and processes of ESI well enough to stand firm or compromise.

Craig BallDecember2, 2077
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bSOSNI KIS tl geSNARA Syez2eSR Y2NBLILAETE¥IAR ul2y R yAKIESK
world teems with senseladen, networked devices informing abundant apps. Gegeemeral

actions and communications are routinely recorded, ready to illuminate intent and serve as
Boswell to behavior. Interaction and information damand have changed us. We stand astride
physical and virtual worlds, often more engaged with distal persons than with those at our table.
Instant information gratification renders no question too trivial to Google and no attitude or
experience insuffiently trenchant to share on Facebook.

{2YS RSALIANI GKIFG LINAGEFO& Aa 32yS: (GKS t NBaAR
from a cyberattack. But, as lawyers doggedly pursuing facts, we can rejoice. The digital universe

is paying attentiorand stands ready to clue us in. All we must do is know where to look, ask the

right questions and be tenacious seeking answers.

LT @&2dz2Q@0S LI A Rdistdvetyaten thdilandseafieloBistovéngat tife midpoint of

2017 looks much like it dig year ago, when the amended federal rules that kicked in at the close

of 2015 were a source of uncertainty, particularly as to proportionality and sanctions. With a
f2y3SNI OASES AGQa Of SIFNJ GKIF G LINE LI Nlbowhg'th £ A (&
limits on their power to sanction spoliation of electronically stored information (ESI).

Proportionality

t NBELR2NIA2ylFfAGe RSaAaONAROSa (GKS asSyaiof$S LINRLR
outweigh its benefits vis-vis the needs of th case. The 2015 amendments to Rule 26 of the
Federal Rules of Civil Procedure shifted the elements of proportionate discoresiding

elsewhere in the rule for 30+ yearsnto the scope of discoveryjz:

Unless otherwise limited by court order, the peoof discovery is as follows: Parties may obtain
RAAO2OSNE NBIFNRAY3I Fye y2yLINROGATf SISR and GG SNJ
proportional to the needs of the case, considering the importance of the issues at stake in the

action, thel Y2dzy & Ay O2y UNROSNREREe>X (GKS LI NGASaAaQ NBfI
LI NI ASaQ NBaA2dzZNOS&arX (GKS AYLRNIFYyOS 2F GKS RA:
burden or expense of the proposed discovery outweighs its likely benefit. Inforioatwithin

this scope of discovery need not be admissible in evidence to be discoverable.

FRCP Rule 26(b)(&mended language in bold.

t NPLRNIAZ2YFfAGE A& NRdAziAySte oFyR Ayl NHdzZ 6f &
discovery costing $100,000.1 @ £ h¥ O2dzNEST Al aKz2dz RYQUOT 0 dzi
2F I OFrasSQa @FfdzS 2NJ GKSANI SELR adz2NB @ lra ¢Sftft
in monetary terms. Consequently, proportionality has manifested after the amentsnas
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(improperly) a boilerplate objection and as (usefully) an analytical framework by which courts
issue protective orders according to their sound sense of fairness and discretion. The wise
practitioner must couch objections and responses in the elasieof the amended Rule,
recognizing that courts will be prone to treat those elements as a checklist.

¢SEF & FefIfIAS/YA LINRBLRNIAZYFEAGE GKS aLRES &0 NE
electronicdiscovery disputes, the Texas Supreme Coudnty laid out the Texas proportionality
FILOG2NAR YR LINRy2dzy OSR GKSY aAy {fAYySE gAOK 7T
subject to the proportionality overlay embedded in our discovery rules and inherent in the
reasonableness standard to vehi our electronicRA & O2 S NE  NMzh Be Stade Farrs (1 K S NJ
Lloyds, RelatoNos. 180903, 150905 (Tex. Sup. Ct. May 26, 2017).

¢KS ¢SElFa LINRPLRNIA2YIFfAGE FTFEOG2NAE NBFR | 06Al
y2i SEOf ldBeAS@a® Farm LofdkbXas looks at:

1. Likely benefit of the requested discovery;

The needs of the case;

The amount in controversy;

The parties' resources;

Importance of the issues at stake in the litigation;

The importance of the proposed discovery isaok/ing the litigation; and
Any other articulable factor bearing on proportionality.

No ok wnN

Spoliation Sanctions

Lawyers approach-discovery with less enthusiasm than one brings to a root canal. Only the stick
of sanctions has served to force litigators to ggeve and produce ESI. Courts are loathe to issue
sanctions and have done so in only the most egregious circumstances involving the intentional
destruction of relevant ESI. Still, parties and counsel unskilleediscevery worried that their
negligentdestruction of evidence might serve as the basis for serious sanctions, like summary
dismissal or an adverse inference instruction to the jury. A split between the federal circuits arose
over whether serious sanctions could be grounded on negligenceqoiresl proof of prejudice
and/or malevolent intent,e.g, the Second Circuit required proof of negligence and prejudice
where the Fifth Circuit required a showing of bad faith to underpin serious sanctions.

In 2015, the committee charged with drafting theederal Rules of Civil Procedure sought to
resolve the split by amending Rule 37 to limit the ability of judges to sanction the loss and
destruction of electronic evidence unless specific requirements are met. FRCP Rule 37(e) now
states:



If electronically stored information that should have been preserved in the anticipation or
conduct of litigation is lost because a party failed to take reasonable steps to preserve it, and it
cannot be restored or replaced through additional discovery, the court:

(1) upon finding prejudice to another party from loss of the information, may order
measures no greater than necessary to cure the prejudice; or

(2) only upon finding that the party acted with the intent to deprive another party of the
AYF2NXYIFGA2YQa dzaS Ay GKS fAGATIGAZ2Y Yl @Y

(A) presume that the lost information was unfavorable to the party;

(B) instruct the jury that it may or must presume the information was
unfavorable to the paty; or

(C) dismiss the action or enter a default judgment.
FRCP Rule 37(esamended 2015.
Note the threshold inquiries:

a.2la 9{L fzaidk ¢KS ' YSYRSR NYzf S -&e2t®idicy Qi OF
items, like paperecords or tangible evidence.

b. Should the lost ESI have been preserved for the litigation?

c.2la 0KS 9{L f2aid 0SOlIdzaS NBrazylofsS aiSLi

d. Can the lost ESI be restored or replaced?

When all these criteria are met, the Rule lays aub texclusive paths:

1. LT GKS f2ad 9{L LINRZYLI & LINS 2reérudstib@artis)zhed  y 2 { |
Court may order curative measures minimally necessary to offset the prejudice,
OR
2.LF AG A& RSOUSNNYAYSR (GKI 0 GRK R SELINATDSHE (G 2 NI 20 HKC
the use of the ESI in the litigation, the Court may impose serious santienadverse
presumption, adverse inference or dismissal/default).

The amended Rule was intended to occupy the field in terms of ESI spoliatiiiosanbut not
all judges accept that their inherent, discretionary power to sanction spoliation has been curtailed.
Cf.,Cat3 LLC v. Black Lineage, IN@, 14 Civ. 5511 (AT) (JCF) (S.D.N.Y. January 12, 2016) and
| 8dzSK @d bd, & { (NG $5 Chv3L00 (PAR,ROITWIY1994706 (SIP.4.%. Mar.
31, 2017).
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¢ SE I & QrhetTlexasSStupreme Court lately weighed in on standards governing spoliation in
Brookshire Bros., Ltd. v. AldridgS&.W.3d, 2014 WL 2994435 (Tex. July 3, 2013), holdingathat

adverse inference instruction for spoliation may only be given to a jury when the destruction of
SOARSYOS 41 a AyldSyldAazylrf 2N RSLNAGSR (KS 2Ll
Of FAY 2NJ RSTSyaSods ¢ KS @& dodiheirlrafate@danctioicarel & wa 8
to be determined by the trial judge, outside the presence of the jury, in order to avoid unfairly
prejudicing the jury by the presentation of evidence that is unrelated to the facts underlying the

f I gadzi (¢ leycR bedrikg directly So@nwRether a party has spoliated evidence is not

G2 068 LINBaSyiSR (2 (KS 2dNEB SEOSLI AyazfTl N I &

Forms of Production

Lawyers continue to long for the days of paper records and memorancl irope folders, and

why not? Litigation was simple when you could carry the case file in a briefcase. But, while the
legal profession adapted to the demise of typewriters and carbon paper, it clings to the delusion
that discovery can be printed out asxels or ink.

Twentyfirst century evidence is principally data, not documents. Accordingly, the forms in which

S NBOSAOS 9{L RSIOSN¥YAYSa AT AlQa dzixftS I yR
YIEGADS LINE RdzO( A 2 ydnjletehatd BawRrRadla dinwAsura imave awgyRomO
conversion of ESIto0l f f SR aadl A0 FT2N¥Ya 2F LINRPRdAZOIAZ2Y @
were not sufficient justification to make smart designations of forms of production, the markedly
increased perAA Il 6edS O02adG LIAR @SYyR2NER G2 Ay3asSaid |
AYlI 3Saé¢ akKz2dz R 3IA DS -choged forimé of pr&idttionJrelniotShe biggese 2 NI &
contributors to the high cost of-discovery as inefficient approachesreview are most costly,

but waste occasioned by the failure to designate, obtain and utilize native anehagise forms

of production is still substantial and one of the easiest td fix.

¢ SE | & dnfetidra] pBa¥tice, squabbles over forms of prodothave become rarer as counsel
are less prone to squander energy and goodwill seeking to convert spreadsheets, presentations
FYR 20KSNJ NAOK F2NXI (& Ayd2 aGrGAO0 ¢LCC AYLF3S

bt GABS FT2N¥a 2F LINBPRdAzOGAZ2Y FNB GKS &alFyYS F2N¥a GKS RIEGE
that information takes when the witnesses creand use it. Neamative forms are those which preserve those

St SySyilia 2F FTdzyOlAz2yltAdte yR O2YLX SGSySaa a Oly NBI &:
forms. That is, an-mail may need to be converted from a native contaireniat to a neamative single message

format. What makes the latter format neguative is that the form selected retains the essential elements that

allow an email application to process the data asril.
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trend toward efficiencyand lowé) O2 &0 Kl a 0SSy asSid o6l 01 Ay ¢SEI
in In Re State Farm Lloyds, Relatdos. 150903, 150905 (Tex. Sup. Ct. May 26, 20%17).

LY I YIFYyRFYdza | OGA2y &aSS{Ay3 G2 2@0SNIdzNYy | O2
employed, and despite the plain language of Texas Rule of Civil Procedure 196.4, the Texas

{ dzZLINBYS / 2dz2Nli KSEfR GKIFIG aySAOGKSNI LI NIGe@ Yleé R
requesting party must specify the desired form of production, but allodiery is subject to the
proportionality overlay embedded in our discovery rules and inherent in the reasonableness
standard to which our electronidiscovery rule is tethered. The taproot of this discovery dispute

is whether production in native format iseasonable given the circumstances of [the] case.
Reasonableness and its bedfellow, proportionality, require a -bgsmse balancing of
jurisprudential considerations, which is informed by factors the discovery rules identify as limiting

the scope of di®2 @S N X d ¢

The Court could have recognized that native formats are those used in the ordinary course and,
accordingly, are the original evidence as used every day by the parties. Production in native (or,
when infeasible, neanative format) is inheretly reasonable absent a showing of undue burden

or cost because native format is, by definition, the form in which the data is found, as it ordinarily
SEA&GAa Ay (GKS LINRPRdzOAY3I LI NIeQa a&aeaidasSvyao w S
proportionalty grounds according to the circumstances of each case will serve to slow resolution

and increase the cost of litigation for all, versus a default rule that parties produce in the forms in
which they ordinarily hold the responsive data absent an agreeraentder to supply alternate

forms.

Cross Border Discovery

LT &2dzQ@S f | ¢ Mdeovery fro8 yparsodsSaRd campani&s residing within the
9dzNR LISIHY | yA2y>S @82dz2Q@S &adz2NBfeé& o06dzYLJSR dzLJ | 3k A
(Directive 95/46/EG NX I dzf  GAYy3I GKS GLINRPOS&daaAydIE 2F LISNZ
includes collection, retrieval, transmission, use and disclasessentially, every action

attendant to ediscovery. Moving data to the United States once implicated a reguleggigne

of selfcertification called the Safe Harbor Principles. In October 2015, the European Court of
Justice ruled that the Safe Harbor regime provided an inadequate level of data protection, and

2DISCLOSURE: | served as an expert witneeefoomeowners in the case. The homeowners prevailed in terms of
resisting mandamus; however, the Texas Supreme Court lost an opportunity to point the way toward lower cost and
more efficient ediscovery for all litigants, instead grafting a ponderouslgtical framework onto what should be

one of the simplest processes irdescovery. Requiring requesting parties to show cause why evidence shauld

be degraded from the forms used in the ordinary course of business to static forms places the butdenrsaong

party. As well, requiring a special showing to demand metadata integral to the original evidence is akin to requiring
production of the consonants in a document but demanding good cause be shown to obtain the vowels.

8



one year ago, the European Commission adopted théJEBrivacy Shield framework (effective

July 12, 2016) to enable U.S. companies to more easily receive personal data from EU entities.
¢CKFEG &aFIARZ GKS GAlLoAtAGE 2F GKS t NAGIF O& { KASEH
issuance of an Executi@der on January 25, 2017, requiring that U.S. privacy protections extend

only to citizens and permanent residents of the U.S.

lda AF GKSNB 6SNBYy QU Sy 2-bafié disoeveiyE efdcive May 25(12018,y R v |
the 1995 Data Protection Dicave will be supplanted by a new set of data privacy standards called

GKS D5tw F2NJ aDSYSNIt 5FGF tNRGSOGAZ2Y wS3dzA I
privacy protections for EU citizens, including a right of explicit consent to processiegsohpl

data and a right to request erasure of personal data. Notwithstanding the optimism of some
commentators, the GDPR seems certain to make it more difficult and, accordingly, more expensive

to conduct ediscovery from sources based in the Europeaml. Of course, the EU is just one

of several regions around the world that place widefirying and onerous hurdles in the path of
US.eRAa023FSNE O LG 62yQG o06S Fa &aAYLIXS Ia 3ISaGiaa
subjects a party to crimad or civil penalties in other jurisdictions.

Cybersecurity and Privacy

Cybersecurity and personal privacy are real and compelling concéfhsther we know it or not,
virtually everyone has been victimized by data breach. Lawyers are tempting tardetskiers
because lawyers and law firms hgdtabytes of sensitive and confidential dathawyers bear

this heady responsibility despite being far behind the curve of information technology and
arrogant in dismissing their need to be more technically @stiCloaked in privilege and the
arcana of law, litigators have proven obstinate when it comes to adapting discovery practice to
changing times and threats, rendering them easy prey for hackers and data thieves.

Corporate clients better appreciate the egational, regulatory and reputational risks posed by
lackluster cybersecurityBig companies have been burned to the point that when we hear names
fA1S {2y&Z ¢INASGHO 2N ! yiKSY: 46S YIé& GKAYy]l ARl
O NFBhelargest corporations operate worldwide, so are subject to stricter data privacy laws.

the United States, we assume if a company owns the system, it owns the Mataso abroad,

where people have a right to dictate how and when their personal médion is shared.

Headlines have forced corporate clients to clean up their acts respecting data protection, and
0KSe Q@S 06S3dzy RNFYIIAAYy3I GKSANIfFgeSNaA ft2y3a3 R
service to protectinge.g, personallyidentifiable information (PII), protected health information
(PHI), privileged information and, above all, information lending support to those who would sue
the company for malfeasance or regulators who would impose fines or penalties.

9



Corporate clients are makj outside counsel undergo security audits and institute operational

and technical measures to protect company confidential informatidhese measures include
encryption in transit, encryption at rest, access controls, extensive physical security,nincide
response capabilities, cyber liability insurance, industey, 1ISO) certifications and compulsory

breach reporting. C2 NJ SEI YLIX S& 2F SYSNAAMael MfardationR I NR & |
Protection and Security Controls for Outside Counsel Possessing Company Confidential
Informationlately promulgated by the Associah of Corporate Counsel.

C2NOAY3I 2dziaARS O2dzyasSt G2 KIFNRSYy GKSANI RIFGF
disruptive and costly.Many small firms will find it more difficult to compete with legal
behemoths. Savvier small firms, nimbler their ability to embrace cybersecurity, will frame it as

a market differentiator.At the end of the day, firms big and small must up their game in terms of
protecting sensitive data.

Enhanced cybersecurity is a rising tide that floats all boats.

Well, maype notallboats.[ S YS aKINB 6K2Qa f A1 St deqieingdSi &«
parties or, as corporations call thedn LIt | A y (i A Fahditieirexgertsanlitgatinisdpport

providers Requesting parties and others in the same bo#itfimd themselves grossly unprepared

to supply the rigorous cybersecurity and privacy protection made a conditiordisfcevery.

Again,cybersecurity and personal privacy are real and compelling condauhshese security

concerns will also be useddtically to deflect and defer discoveryhey will serve as hurdles and
LIAGFErEEAa GSYRAYy3I G2 YIS LEXFTAYOIGATTFAQ Fyowe SNE
KISy Qi NMHzy Ayid2 (KAAZ &2dz az22¥%y@idhédts> | yR &2dz

Hghting to be cavalier about data security is a battle that requesting parties cannot win and should
not fight. Requesting parties must instead be ready to put genuine protections in place and
articulate them when challenged.

L (y26 a2YS KEADS &areR2aRBf aaS¢gzi i KBR2IRBDYADSA S
set by executing protective orders without the ability (and sometimes without the intention) to

meet the obligations of the orderHigh profile gaffes will follow, and the failure ofenf will be

the undoing of many.

I LINPGSOGADGS 2NRSNI AayQi GKS FyasgSN AF AdGQa |
employ stringent data protection and then go about business as usuiadtikng confidential data,

storing it on unencrypted mead and failing to ensure that all who receive confidential data from
counsel handle it with requisite caution.

10


http://www.acc.com/advocacy/upload/Model-Information-Protection-and-Security-Controls-for-Outside-Counsel-Jan2017.pdf?_ga=2.18008698.2105555974.1496154508-4598426.1496154508
http://www.acc.com/advocacy/upload/Model-Information-Protection-and-Security-Controls-for-Outside-Counsel-Jan2017.pdf?_ga=2.18008698.2105555974.1496154508-4598426.1496154508
http://www.acc.com/advocacy/upload/Model-Information-Protection-and-Security-Controls-for-Outside-Counsel-Jan2017.pdf?_ga=2.18008698.2105555974.1496154508-4598426.1496154508

| SNBEQa K2g AG gAft A2 R2gy FT2N) a2YS LINRYAYSyl

1.

Producing parties will demand protective orders imposing stringent, but ap@iepdata
protection practices and breach reporting requirements.

Requesting parties will sign these orders becaugeS (i Q & 1 de§uestinglpafties will
FANBS G2 Fftyz2ald yeuKAy3d AT (KS®lusphbw doS IS A
youpersh RS | 2dzR3IS (KIG aKS &aKz2dz RyQid A&aadzS
wants are sensible measures like access controls, encryption and breach reporting to
protect sensitive data and PII?

Requesting parties will treat information produced in digexy with the same care they
bring to their own confidential information, which is to say, not much and less than that
protective orders typically require.

Confidential data will be mishandled, probably with so little actual prejudice as to prompt
requesty 3 O2dzyaStf G2 A3Iy2NBE GKS o6NBI OK NBL}2 NI
KFENXYZ y2 T2dzf o€

¢tKS ONBIOK gAfft dA GAYIFGSte O2YS (G2 tA3IKGE
to scrutiny and prompting discovery about discovery. The failurettagsecure systems,
establish policies, train employees, test and audit processes and require contractors and
experts to do the same will be gleefully dissected in court.

The producing party will beat its chest in lamentations of irreparable harm. Thedesss
will have a field day. The judge will be wrathfélK S NXBIlj dzZSaGAy 3 LI NI & Qa
fA1S I Of2gy YR YAIKG t2aS KAa lFoAfAGe G2

Producing parties will ceaselessly argue the fpyaven hazard of <@lisclosure, and
requesting parties everywhere will be tarred with the same bru$fallenged to prove

GKS& FNBy Qi 3I2Ay3 G dgesiwill beless wlliSgFtdi gradzIull @nd 6 NB |
fair discovery and more willing to impose arduous conditimrsatcess.

A cynical and dystopian prediction? PerhapsdziT R2 y QU A Yl FAYBEQA (K 151208/ 1

now.

The way to keep this in check is for requesting parties to act now to prepare to receive and protect
confidential data sought in discovery.

Requesting parties cannot expect to be held to a lesser standard of cybersecurity than the
producing parties compelled to surrender confidential data to them grizzled trial lawyer once

11



g I N S R Defélants are forgiven several lieBlaintiffs get none ¢So, a party can be
AYyOldziAz2dza ¢6AGK AGa 26y RFEGIE 060S0OlFdzaS AGQa GKS?
O2yFARSYGAlLIfT RFEGF gAff 0S KIFINEKf& 2dzZRISRP ¢ KS
undermine the very foundations alfiscovery.

So, what must counsel for requesting parties dd@re are a dozen suggestions:

1. ¢ 1S OeoSNRESOdzZNA (& RdziASa 48 NK2 ddianheR d @a
gatekeeper.This is Rule One, not by accident.

2.52y Qi 2daAlR2 yidNPdk da g2 2TXARSYUGALFE RFEGE gAGK U
Al 0SUOSNY LGQa A1 S2022R8¥QA Y (I NBHzNI ONHzE G |
own. , 2dz R2y Qi O2YYAy3atS OtASyld Yz2yAiSakRI Gl
money/data br anything but permissible purposes with careful recordkeeping.

3.LT 0KSNBQa || LINRPGSOGAGBS 2NRSNE NBIFR Al Of 2:
you to do in terms of the dato-day conduct of any who access confidential information.

4. A proper chain of custody is essential. You must be ready to establish who received
confidential data and the justification for its disclosuréou must be able to prove you
had a good faith basis to believe that the person receiving confidential data unddrstoo
the need to protect the data and possessed the resources, training and skill to ddniso.
obligation encompasses anyone who gets the data from you, including experts, clerical
staff, associated counsel and service providekayone with access to céidential data
must be weHprepared to protect the data because their failure is your failure.

5. Proceed with caution when disclosing confidential data to experts. Industry experts serve
multiple masters and may seek to exploit confidential data obtaineshenmatter in other
engagements.{ SOdzNB G KS SELISNIQ& 6NARGGESY O2YYAG)
it. ' RRAGAZ2YLIffteés R2y QG adzllllt e O2y FARSYUGALFf
SELISNIQa O2yaSyil Peopleidh@pivadibithd byréen efN@ett®gd G A G
20KSN) LIS2LJ SQa aSyairdAagsS RIGlI ¢yl (G2 K2tR

6. wSO23yAT S GKIFG @&2dz R2y Qi 3ASG G2 RSOARS 4Kl
rules. LT @2dz GKAY]l &a2YSOKAY3 Aayaior seddli®d,JS NI &

challenge the designation; but, until the other side conceodleshe Court rules, the
designation sets the duty.

7. Confidential data should be encrypted in transit and at rest. This means that none of the
confidential data gets attached tana-mail, moved to portable media(g.,a thumb drive

12



9.

or a portable hard drive) or uploaded to the cloudless it is encrypted.No
exceptions.No excusesBTW, if you store or transmit the decryption keys alongside the
SYONRB LI SR RI Gntasedciygedl. R2Say Qi O2dz

t SNAYSGSNI LINPGSOUGAR2Y AayQi Sy2dzZaKed ¢KS 0A
threats, that is, from a craven or careless member of your own tedmust but

verify. Access to confidential data should be afforded only on aneesled/whenneeded

basis.

Access to confidential data must be monitored and logged, as feasible. Remote access and
after-K 2 dzNB | 00Saa akK2dz R 0S [ dzZRAGSR® {F FS3dz N
the same manner as banks protect the contents oégatleposit boxes: There is physical

security (walls, doors, alarm systems and guards) and monitoring of the perimeter
(cameras and key cards§. KSNBX Qa | @l dz G G2 (1SSLI Iff O2y
breached, and access controls to make contentslable only to authorized persons (dual

keyed boxes and ID/signature scrutinyata protection also incorporates elements of
perimeter security (limiting physical access to the devices and systems), monitoring
(logging and auditing), a vault (strongaeyption with sound key management) and access
controls (twofactor login credentials and user privilege management).

10.Have a written data security and incident response policy and protocol in place

11..

andconform your practice to iBe sure all employees thi access to sensitive and
confidential data agree to be bound by the policy, and train everyone in proper
cybersecurity.You must first recognize a risk to be prepared to meeéiib 2 2y S (2 f R
G2 R2 GKFd¢ Aa y2i (GKS (B staiffakezhgstand 2dz g1 y i

S SINER 2F 2LIINBaargsS 2o0fAdlaArazya (G2 RS
concludes. Confidential case data tends to seep imbail servers, litigation databases,
document management tooland backup systemsAre you prepared tshut downyour

F A NX¥ngai and destroy its backup media because you failed to consider what an
obligation to eradicate data would really entaillave you budgeted for the cost of
eradication and certification when the case concludes?

12.Consider cloudasel storage and review tools that integrate encryption, tfewtor

F dzi KSYGAOlFIGA2Y YR 100Saa t233Ay3ad ¢KS Of 2
many of the physical and operational burdens of cybersecurity to a-fharty. L § Q& y 24 |
comgpete solution, but it serves to put a secure environment for confidential data within

reach of firms of all sizes.
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LT GKA& a2dzyRa fA1S | oAIJEIO2alf BSLRAYES @2 dz20N
and the risks grow and change as fastthe technology.. dziT A ¥ NBIljdzSaidAy3a LI
adequate protections in place on their own, courts will allow producing parties to dictate what

hoops requesting parties must jump through to obtain discoggérf > A Y RSSRXZ 02 dzNIi &
the risk sadisproportionate that they deny access altogether.

Ediscovery is hard enoughs 2y QG YIF1S AG KFNRSNJI 6& 3IAGAYy3T 2L
OFlyQi 06S UGUNMzZZAGSR (2 LINRPGSOG GKSANI AYF2NXNIGAZY

TechnologyAssisted Review

TechnologyAssisted Review or TARtige use of computers trained by lawyers to distinguish
between responsive and nemsponsive ESI. Properly implemented and tasked to the right sort

of ESI, it works more quickly, affordably and reliably than an army of human reviewers looking at
every pdentially relevant item. It is an existential threat to the costly, customary and wildly-error

prone approach firms typically take to largeale document review.

9SSy |a L gNAGS (KIFIGX L (y2¢6 e2dz gaiQl 0StASO

In the last few years, the use of TAR has grown markedly, but quietly. TAR still has the aura of a
science experiment. Many who have used TAR tools to speed review are reluctant to disclose
alYyS £Sald GKSANI YS{K2RZ2fteh22with AR @ O0NHAAvkygts\tius$ R @
Al Sy2dAK G2 dzaS AdGz odzi y2G Sy2dzaK G2 adl yR
¢!lw ¢Sttt Sy2daAK G2 RSTFSYR AGZ 2NJ LISNKILA oSOl
would claim that havig to defend TAR would be so costly and ticemsuming that it would
RSTFSIG GKS LRAYy(G 2F dzaAy3a AGo {2 GKSe& OflyY
or deny its use.

Recent efforts by the Duke EDRM to set standards for TAR deploymenikedy to embolden

lawyers and courts to use TAR to speatiscovery and lower costs. Several courts have approved

GKS dzaS 2F ¢! w> o6dzi y2yS KI @S NBIjdZANBR AGa dzi
court to require its use when alternateethods are be shown to be too slow, costly or unreliable.

Mobile Goes Mainstream

Iy lyeg2yS R2dzd G§KS OKIy3Sa ¢ NMdAmeithaneiniKS Y
New Orleans sits at the corner of omay streets, my porch a few feet from motdgs At my

former NOLA home, my porch faced cars stopped for a street ligidm both vantage points,

LOPS aSSy RNAGSNER 221Ay3a Fd GKSAN LK2ySasz i
could. Phones impact how traffic progresses through conéwllintersections in every
community. We are slowmoving zombies in cars.
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Distracted driving has eclipsed speeding and drunken driving as the lezmliag of motor vehicle

collisions. Walking into fixed objects while texting is reportedly the most commeason young

people visit emergency roomstoday.y a4 yOSa 2F GRAAGNI OGSR g1 A
year since 2006.Doing the math, 250 ER visits in 2006 are over half a million ER visits
today,because we walk into poles, doors and parked edrile texting

Look around you.CAUTIONThis will entail looking up from your phonklow many are using
their phones? At a concert, how many are experiencing it through the lens of their cell phone
cameras?How many selfiesHow many texts?How mary apps?

[FGSt@é LQ@YS o6S3dzy alAy3a /[9 FGOGSYRSSa K2g Y-
phones 24/7.A majority raise their handsThese are teclwary lawyers, and most are Boomers,
not Millennials.

Smart phones have changed ustigantsare at a turning point in meeting@iscovery duties, and

lawyers ignore this sea change at pedlK S & f S3F f Ay R dzdeteNtbri whénlita OK 2
O02YSa (2 Y20AfS RS@OAOSad LIQa F fAS Ay fAYyS ¢
in the ediscovery case law and rules of proceduBat, no more.

Today, if you fail to advise clients to preserve relevant and unique mobile data when under a
LINBASNDIF A2y Rdzieéz @2dzQNB O2YYAGOGAyYy3a YI f LN O

Qx

.Sas L dzaSR GKS daé¢ g2NRZ FYyR y2i fA3IKIfeo

lg2dzft Ry Qi KI @S OF tf SR A Gdzdy Fif sLANI GAKIAMYTESA  HK TS GBKS
hide our heads in the sand’hese are paradigm shifts.

The two things are, first, the data on phones and tabletsramgust copies of information held
elsewhere. Mobile data is unique, and often relevant, probative eviden&econd, the locking
down of phone content has driven the preservation of mobile content from the esoteric realm of
computer forensics to the readily accessible world of apps and backlipsse developments
mean that, notwithstanding the outdated rationales lawyers trot out for ignoring mobile, the time
has come to accept that mobile is routinely within the scope of preservation obligations.

Too, lawyers need to stop treating mobile desgdike biohazards and realize that there are easy,
low-cost ways to preserve relevant mobile contevithout taking phones away from
users.. SOl dzaS AGQa SlFrae IyR OKSIFLI (2 LINBaSN®BS
preservation, when potentiallyetevant, is proportionate under the Rules.
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CKFdQa | adNRPy3 adlyRI LyRSZ2ySKEREY SIH wBWa®NBE yAN
wonderful to be able to ignore mobile indiscovery.Mobile was ablackholel. i ¢ ay Qi 2 dz&
you had to lire technical experts to use expensive tools to preserve the contents of phones; it was

like pulling teeth to get users to let loose of their devices for the hours or days it took to collect

them. Even when they did hand them over, more than a few uskisned to have entered the
GNRBY3 LI aag2NR (22 Ylye GAYSa IyR GloGQARSIY @R |
0l RpE

LF GKFG ySOSNI KFLIISYSR G2 2yS 2F @&2dz2NJ Of ASy (i
phone data, indulging inthe assidi A 2y (G KI &G 6KFGSOSNI 6KSe QR 3t S
collected elsewhereThey deemed mobile redundant.

Lecturing about mobile and 10T in D.C. last year, an associate from a megafirm confided to me that

his firm routinely advised all its litigationets that they need not preserve the content of mobile
RSOAOSa 06SOldzasS alff (GKS NBf SOOI yiasked iftieSiyhli & 2 dz
had ever tested its advice against the relevant data to determine if there was truth in what they

were telling clients.] S I RYAGGSR GKS& yS@OSNI KIFIR MheRm2 FFSNJ
RARY QU gl yild (2 1y2¢ 0GKS FIL0Ga 06SOFdzaS G4KS FI A
wanted to hear.

Is it a fairy tale?l have my own views basexh my own comparisons of mobile content versus

other collected source2 K i L 4SS RSY2yaidN}GSa GKFG GKS Of
is preserved elsewhere is a whoppéram routinely finding examples of relevant data stored on
mobile deviceghat is not found among the other sources of data routinely preserved-in e
discovery.The replication fairy tale is a relic of a bygone era of Blackberry Enterprise Servers and
phones with lower 1Qs than the brilliant devices now our constant comparindsonfidantes.

L dziX LQY y2G FailAy3a @é2dz TegiNoutsalidzNIiav G2 Gl 1S Y

LT @2dzQNB 3F2Ay3 (G2 0SSttt GKS O USeSamplikgyocessS G & 2
the phones of a few key custodians and compare all thtemally relevant items collected from

their mobile devices against the other sources collected for the sampled custodiakid: (§ Qa (G K S
differential? Is the unique evidence from the mobile device probative and material?

LOQ@S R2y S (KI licatiohigaRairataleL IF Ry 2z gNF/ L for gour@liedt A Y A G
in your casgehow about putting some facts to workBear the burden of proof, or start bearing

the onus of truth.2 KSy @2dz KI ¢S GKS FI OGaz @& 2dadsdrve KI @S
relevant mobile content.
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CKFiQa (GKS o0FR ySga T2N (K2 aButtak& Reartga® dzat Rill LINS T ¢
seem like great news compared to the next developmentS 1 = (0 KSNB Qavolile aAf @S
LINS A SN GA2y Qéapanfi @@yYS 1j dzA O1 = OK

A few years ago, mobile phones shared some of the characteristics of personal computers in that
they held latent data that could be recovered using specialized tools sold for princely sums by a
couple of shadowy tech companie§o, the preseration of mobile devices slipped into the
shadows, too.Phones and tablets werferensicevidence, and only forensic examiners could
collect their contents.

' f §K2dzZ3K dzaSNBR dzaSR Y20AfS RS@OAOSa ff RbE&Z (
rea2 y I 6f & | (tOv8sitéo icastly Sideléburdensome to preserve a phoood thing,

because users were holding onto their phones tighter tkidilie Nelson clutches a bondlsers
protestedda& Y20Af S LIK2yS Aa GKS 2 yefindanamergendy, il | A R3
L OFyQi dzAS Fy20KSNJ LK2yS 06SOldzasS SOSNER2yS GS
l'b, ahw9KE¢

So, the next altered paradigm: Indéscovery today, the forensievel preservation of phones

the sort geared to deleted content andremnsic artifacts A & | F 2 2A6 teipubScNdsithed R @
FNRY GKS C.LQa GdzaatsS gAGK ! LIIX S 20SNJ) dzyf 201
modern smart phones are locked down hai@ontent is encrypted, and even the keys to access

the encryted content are themselves encryptetd. K2 yS T2 NBYy aA 0O& AMoyeQlu gKI
FYR Y2NBZ ¢S OFyQd 3ISG G2 0KLEksignificaptNafadzO2 LIA L 2 F

ld GKS alyYS GAYST A0Qa 1jdza O1 = S Irypted bagkup of BNBE S F
phone without surrendering possessioifhe user can even place the backup in a designated
location for safekeeping by counselorfTAf f GKA& 06S | aF2NBSfiathy O A Y
speaking, noBut as the phone manufactukelt G A IKGSY GKSANI ASOdzNRGé X
less and less likely to yield up content of the sort encompassed by a rouiihec@very
preservation obligationNot every case is a job for C.54nd | say that as someone who makes

a living throudp computer forensics.

L AN YOG GKFEG F Fdzft dzy SYONBLIGSR o6F O1dzld 2F Fy A
be gleaned by a putiut-all-stops forensic preservation of the phon®&ut so what? As my

O2N1LIR NI GS O2ftf héstdfRE NIR2 @2 Nd D {4 e INBa@vaysddree A 2y A
I RRAG/EBE Mi AdyQNBBESKDA yIADRSNIP O dzL) ALAYAR: QaSINSF
to regard it as sufficient and proportionatd. (i Q & en@ighzil in most cases, darn g

17



| think this is importantL G Q& + 3FYS OKIy3aISNJ F2NJ glikhvewyY 2 ad f
hope will come to be shared by all who think it througpreservation of mobile device content

must become a standard component of a competent preaton effort except where the mobile

content can be shown to be beyond scopdobile content has become so relevant and unique,

and the ability to preserve it so undemanding, that the standard must be preservation.

Automated and Hosted Processing and Rewi

The accepted-gliscovery workflow has long involved the collection of data by technical personnel

and its delivery into the hands of ardéscovery service provider who would process the data into

images and generate load files holding extracted text metadata. These images and extractions
g2dzft R GKSYy 06S t2FRSR Ayd2 (GKS g FTANVQA ANBOD
with its corresponding page image and facilitated search and tagging of the collection by multiple
reviewers. Thigpproach made it hard to quickly assess a case (because it took a lot of time and
money to get the ESI in front of reviewers) and renderetiseovery too complex or costly for

small and midsize firms (who would have to make a significant capital investnm review

software, servers and workstations.

Lately, the cloud and the development of automated workflows in clobased Softwaresa-

{ SNBAOS 2NJ a{ll{¢ G22fa KIF-Ad YIRS Al LRaaArotsS -
savvy and noapital investment to upload, process, review and create production sets on-a pay
asyou-go basis. Typically charging per gigabyte of data, the cloud service provider processes the
data to,inter alia,extract its contents and eliminate duplicate items] gkbcessing is done in the

cloud, and users pay the host provider monthly (again, typically, on a per gigabyte basis) to rent
storage space and access the hosted data. Automated systems allow users to upload data and
initiate processing themselves, atyatime of day or night.

By standardizing processes, automating workflows and eliminating personnel costs, hosted
discovery service providers can offer sophisticatedissovery services at historically low prices.
Though not the optimum approach for vetgrge data sets or unconventional file types,
automated and hosted processing and review promises to makiseovery feasible and
affordable in more matters.

Consolidation
Another trend that shows no sign of abating in 2017 is the consolidatiordefmvery software
and service providers as companies gobble each other up. A decade ago, fear, intimidation and
technical incompetence made lawyers and clients easy prey -ftis@mvery vendors charging
premium prices. Everyone charged a fortune, so evegyguarticularly the service providers
themselves | &4 & dzY SR (i Kdisdbw@®y costK@: & burille) and the gravy train would run
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forever. Price gouging was aided by systematic pricing obfuscation, making -tpplesles
comparisons difficult. Oveinhe, buyers of aliscovery services came to see how much those
offerings were merely commodities, and the bottom fell out of the market as sellers embarked on
a death race to the bottom on pricing. The result has been that provideduding some of the
biggest names in the industAdpad to fold their tents and sold out to their competition in dozens
of facesaving mergers.

Fortunately for consumers, consolidation has yet to prompt price increases; however, slim
margins and commaoditization still plagugetsurvivors, who continue to collapse into one another

FG F NIXGS 2F FTGONRGAZ2Y y20 2 FE@D®Y, b, & behodbueNIi dzLJa
the buyer to understand what they are getting.

Attorney Competence
After years trying to persuad lawyers to acquire the barest technical fundamentals of e
discovery, | never cease to marvel at the ingenuity and compelling arguments my trial lawyer
O2ftt S 3dzSa dzaS G2 SELX I AYy ¢ K& diFESE & K HeIf SR WRH (
the batleship is turning in other states, and a conversation has started about the need to equip
the next generation of lawyers with the technical knowledge they need to thrive in an era when
all information is digital and all evidence electronic. In 2015fdPaila issued a formal ethics
opinion requiring that counsel involved in matters involving electroniestlyed information to
SAGKSNI WE SIENY AGx 3SG KSELI 2NJ 3SG 2dzi oQ ¢ KS
e-discovery must possesor be obliged to decline the representation. The Opinion notes that an
attorney handling eliscovery matters, either by themselves or in association with competent co
counsel or expert consultants, should be able to:

1 Initially assess-discovery needsral issues, if any;
Implement/cause to implement appropriate ESI preservation procedures;
lyFfelS FyR dzyRSNARGIYR | Ot ASyidQa 9{L aeai
Advise the client on available options for collection and preservation of ESI;
Identify custodians of poterlly relevant ESI;
Engage in competent and meaningful meet and confer with opposing counsel concerning
an ediscovery plan;

1 Perform data searches;

1 Collect responsive ESI in a manner that preserves the integrity of that ESI; and

1 Produce responsive neprivileged ESI in a recognized and appropriate manner.
The State Bar of California Standing Committee on Professional Responsibility and Conduct,
Formal Opinion No. 201593.

= =4 4 -4
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Likewise, the state of Florida now mandates that that its lawyers obtain three lodueshnical
training each year, in addition to its existing MCLE requiremevitsst stateshave nothing of this
y I G dzNB  ewriffeRMCY Fiiedit fonformation technology training.
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A Dozen EDiscovery Strategies for Requesting and ProducingtiBar
E-Discovery Strategy for Requesting Parties

[ —

I YOGAOALI GS a2dzNOSayY Wdzad o60SOldzaS &2dz R2y Qi
AYF2NXYIEGAZ2Y KSER 0@ @2dzNJ 2 LILR2sprBeyitheR2 Say Qi
Be specific in your preservation demandse it to inform and close doors.

[2aS (GKS 02AfSNLI TGS RAAO2OSNE NBIjdzSad o 9
Qupply a writtenagenda for meet and confendenough time andyuidanceto respond.
Alwaysspecify forms of production, spec the lofilg and seek native forms when useful.
Bereadyto articulate the objective behind any request for data and metadata.

Gear the timing of @liscovery to insure readiness for depositions.

ONHzAAYAT S GKS OF LI oAf AGASA seafcRmdthbddlagy.a 2 F &
Know what you want mostliscovery or sanctions.

10 E-discovery is a marathon, not a sprint. Tenacity pays divideBdgd your record.

11.Come to court armed with metrics. One good example is better thelevaof suspicion.

12. Always be pepared to address proportionality objections.

© N O~ WN

E-Discovery Strategy for Producing Parties

1. Initiate alegal hold immediately, and draft the hold notice with its discovery in mind.
Neverstate anything is gone without verification, especially when dealindp Wit staff.
RSALIZYR (2 LINBaAaSNBIGA2Y RSYlFYRa gAGK | gNRI
Be poactive Presenta reasonable -eliscovery plarand a responsive proposal
Requesting partiesowantto getsomethingthey will agree talmostanything.
Seek to shift costs whenever feasible, even when you will not prevail.
Come to court armed with metrics. Quantify cost. Wsa& numbers, not extrapolations.
Promote use of highly precise keyword searches asehee least helpful to opponents.
Testto insure your searches pick up known responsive and privileged items.
10 Avoid categorical representations about ESI as they rarely survive scrutiny.
11.Setreasonable parameters limiting collection and search (custodian, interval, file types)
12. As rational, demiad reciprocity in preservation, collection, search and production.

© o NGO~ WN
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Introduction to Discovery iflJ.S.Civil Litigation

Until the mid20" century, the trial of a civil lawsuit was an exercise in ambush. Parties to litigation

knew little about an oppone?d Of F AYd 2NJ RSTSy aSat dyaINDA AN
means to know what witnesses would say was to somehow find thefore trialand persuade

GKSY G2 Glrf1 rtoz2dzi GKS OFaSo 2 A0ySaasSa sSNBY
they dd so, what they volunteered outside of court might change markedly when under oath on

the stand. Too,at law,there was no right to see documentary evidence before trial.

John Henry Wigmore, nicely summed up the situation irs@iminal A Treatise ontte System of
Evidence in Trial at Common Lg®904). dting the Latin maximnemo tenetur armare
adversarium suum contra géno one is bound to arm his adversary against hindgeligmore

explained

To require the disclosure to an adversary of the ewitk that is to be produced

would be repugnant to all sportsmanlike instincts. Rather permit you to preserve the
secret of your tactics, to lock up your documents in the vault, to send your witness

to board in some obscure village, and then, reserving paudential resources until

the final moment, to marshal them at the trial before your surprised and dismayed
antagonist and this overwhelm him. Such was the spirit of the common law; and

such in part it still is. It did not defend or condone trickeryl ateception; but it d|d
NEIFNR GKS O2yOSHfYSyid 2F 2ySQa SOARSY
2LILRYySyiQa RSFSyasStSaa A3y2Nr yOS | T
game of litigation.

Id. At Vol.lll, 81845, p. 2402

Our forebeas atcommon law?® feared that disclosure of evidence would facilitate unscrupulous
efforts to tamper with witnesses angromote the forging of false evidenceThe element of
surprise was thought to promote integrity of process.

Legal reformerK | G S R W®ENNN hvid)inheKatem i o th€yEdtight to eliminate surprise

and chicaneryin U.S. court® @ f SGGAy3 fAGATlIyGa 200GFAY Ay T2
0STF2NBE GNRFE Ay | HHINIKGS NS FTRNMIVGNR 3a AR digl I N (i
process and enable litigants to better assess the merits of the dispute and settle their differences
without need of a trial.

34/ 2YY2y 1 géS NBIFTANBRA GRSQIKF NER o6& 2dzR3IS& Ay 2dzRAOAI
established in statutes enacted by legislative bodies.

4 That is not to say that discovery was unknown. Many jurisdictions offered a mechanism for a Bill of Discovery,
essel Al ff& | aASLINIYGS adsad Ay SldzidGe 3ASENBR G2 200FAYyAY:
However, Bills of Discovery typically made no provision for obtaining information dbglt 2 LILJ2IgiSsy G Q a
defenses or evidenaewhich is, of ourse, what one would most desire. As well, some states experimented with
procedural codes that allowed for discovery of documents and taking of testineogyavid Dudley Fieldda Y2 RS
code). For a comprehensive treatment of the togieg Ragland, George, Jr., Discovery Before Trial, 1932.
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http://repository.law.umich.edu/cgi/viewcontent.cgi?article=1015&context=michigan_legal_studies

After three years of drafting and debate, the first Federal Rules of Civil Procedure went into effect
on September 16, 1938Though amended many times sincégttools of discovery contained in
thosenascentRules endure to this day:

Oral and written deposition$§Rules 30 and 31)

Interrogatories(Rule 33)

Requestdo inspect and copy documents and to inspect tangible aradl peoperty(Rule 34)
Physical and mental examination$ persons (Rule 35)

Requestdor admissiongRule 36)

Subpoena of witnesses and records (Rule 45).

= =4 -8 4 A8

Tools of Discoverpefined

Depositiors

A deposition isan interrogation of a party or witness TOOLS OF U.S. CIVIL DISCOVERY
OKS LI2 y Bryiar éath, where both the questions aNn( == pEPOSITION ‘INTERROGATORIES
responses are recorded for later use in hearings or at tri @ ™ ;o
Testimony may be elicited faet®-face oral depositiorg)
or by presenting a list of questiorte be posed to the oA
witness(dwritten depositong). Deposition testimony may REQ. f PRODUCTION EXAMINATION

0S dzaSR Ay fASdz 2F | gAdy Wwa : W KSYy
not present orto impeachthe witnessin a proceeding ”\ 2 \ K # y

when a witness offers inconsistent testimon®eposition
GSadAy2ye Aa GeLAOI ff amadesS ™ .

by an official court reporter, but may also be a vide L‘{)N\\T DE/V), R st e
obtained by a videographer. )

REQ. fADMISSION e SUBPOENA W'

sbpoens s Googe b SUBPOENA IN A CIVIL CASE
A

Interrogatories

Interrogatories are written questions posed by one party to another to be answered under oath.
Although the responses bind the responding party muké & deposition on written questions,
there is no testimony elicited nor any court reporter or videographer involved.

Requests for Production

Parties use Requests for Production to demaméhspect or obtain copies of tangible evidence
and documentsand are the chief means by which parties pursue electronically stored information
(ESI). Requests may also seek accesatepand things

Requests for Physical and Mental Examination

When the physical or mental status of a party is in issue (suethas damages are sought for
personal injury or disability), an opposing party may seek to compel the claimant to submit to
examination by a physician or other qualified examiner.

Requests for Admission
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These are used to require parties to concedader @th, that particularfacts and mattersare
true or that a document is genuine

Subpoena

A subpoena is a directive in the nature of a court order requiring the recipient to take some action,
typically to appear and give testimony or hand over or permip@tsion of specified documents

or tangible evidence. Subpoenas are most commonly used to obtain evidence from persons and
entities who are not parties to the lawsuit.

Strictly speaking, the Federal Rules of Civil Procedure do not characterize subpoanbscavery
mechanism because tirause isancillary to depositios and proceedingsStill, they are employed
so frequently and powerfully in discovery as to warrant mention.

Scope of DiscoverRefined
Rule 26(b)(1) of the Federal Rules of Civil €tare defines the scope of discovery this way:

Parties may obtain discovery regarding any nonprivileged matter that is relevant to

any party's claim or defense and proportional to the needs of the case, considering

the importance of the issues at stakethre action, the amount in controversy, the

LI NI ASaQ NBtIFGAGBS | 0O0S&aa (2 NBEtSOIyld AyT2NXI
of the discovery in resolving the issues, and whether the burden or expense of the

proposed discovery outweighs its likebenefit. Information within this scope of

discovery need not be admissible in evidence to be discoverable.

¢tKS CSRSNIft wdzZ Sa R2y Qi RSTAYS 4KIFG A& GNBf S¢
matter is deemed relevant when it has any tenderoymake a fact more or less probable.
Information may be relevant even when not admissible as competent evidence, such as hearsay

or documents of questionable authenticity.

The requirement that the scope of discovery be proportional to the needs ofabe was added
to the Rules effective December 1, 2015, although it has long been feasible for a party to object
to discovery efforts as being disproportionate and seek protection from the Court.

Certain matters are deemed beyond the proper scope of degolecause thegnjoy aprivilege

from disclosure. The most common examples of these privileged matters are confidential
attorney-client communications and attorney NA | £ LINB LI N} GA2Yy YIF GSNRAI f
work producgé O @ h 0 KS NJ udihdtiansiiriclSog SoRfidentNcafmmunications between
spouses, between priest and penitent and communications protected by the Fifth Amendment of

the U.S. Constitution.
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Protection from Abuse and Oppression
The discovery provisions of the Federal RoleGivil Procedure are both sword and shield. They
contain tools by which litigants may resist abusive or oppressive discovery efforts. Parties have
the right to object to requests anckefrain from productionon the strength othose objections.
Partiesmay also seePRrotective Orderdrom the court. Rule 26(c) provides:
The court may, for good cause, issue an order to protect a party or person from
annoyance, embarrassment, oppression, or undue burden or expense, including one or
more of the following:
(A) forbidding the disclosure or discovery;
(B) specifying terms, including time and place or the allocation of expenses, for the
disclosure or discovery;
(C) prescribing a discovery method other than the one selected by the party seeking
discovery;
(D) Prbidding inquiry into certain matters, or limiting the scope of disclosure or
discovery to certain matters;
(E) designating the persons who may be present while the discovery is conducted;
(F) requiring that a deposition be sealed and opened only on @vddr;
(G) requiring that a trade secret or other confidential research, development, or
commercial information not be revealed or be revealed only in a specified way; and
(H) requiring that the parties simultaneously file specified documents or infoomari
sealed envelopes, to be opened as the court directs.

Character and Competence in Discovery

Discovery is muchialigned today as too costly,too burdensome andoo intrusive fishing
expedition® Certainly, its use is tainted by frequent instancéslouse and obstruction; yet, the
fault for this stems fronthe architectsof discovery-principally lawyersand not the mechanics
Discovery igffectiveandeven affordable when deployed with character and competence.

But, what@ feasibleis often atodds with whaf2 done. There is a sufficient dearth of character
and competence amongegments othe barasto ensure thatdiscoveryabuse and obstruction
are commonplace; so much so thaanylawyersfrequentlyrationalize fighting fire with firén a
race to the bottom

Character is hard to instill and harder still to measure; but, competence is not. We can require
that lawyers master the ends and means of discovepgrticularly of electronic discovery, where
so many lag and we can objectivelgssestheir ken. When youcanestablishcompetence, you

5Such concerns are not new. Well before the original Rules went into effect, the ChairmarRofiéiseAdvisory
I 2YYAGGSS SEOfIIAYSRE 428 INB 32Ay3 (2 KIFGS ty 2dziodzNE
about with some appearance of safety against fishing expeditidtreteedings of the Advisory Committee (Feb.
22, 1935)at C+209-60-0-209.61P alye adGAtf Odz2NBS GaliKAa RAAO2OSNE o0dzaAAY
from the return of trial by ambush and those who would mareless do away with trials altogether.
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can more easilgiscerncharacter or, as Oliver Wendell Holme
Jr. aptly observed, you ckmowwhatanydogknows; that isthe
difference between being stumbled over and being kicked.

To leap the conpetence chasm for-discovery, lawyers must firs
recognize the value and necessity of acquiring a solid founda Een' a dog'; istinguishes
in the technical and legal aspects of electronic evidence, and between being stumbled
associations, law schools and continuing education provic over and being kicked.
must supply the accessible and affordable education

... ». Oliver Wendell Holmes, J
opportunities and resourceseededto helplawyersacross.

£ The Common Law
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of the Federal Rules of Civil Procedure
With Committee Notes accompanying 2006 and 2015 Amendments

Rule 1.Scope and Purpose

These rules govern the procedure in all civil actions and proceedings in the United States district
courts, except as stated Rule 81. They should be construed, administered, and employed by the
court and the parties to secure the jusfpeedy, and inexpensive determination of every action
and proceeding.

Notes

(As amended Dec. 29, 1948, eff. Oct. 20, 1949; Feb. 28, 1966, eff. July 1, 1966; Apr. 22, 1993, eff.
Dec. 1, 1993; Apr. 30, 2007, eff. Dec. 1, 2007; Apr. 29, 2015, eff. Det52, 20

Committee Notes on Rulas2015 Amendment

Rule 1 is amended to emphasize that just as the court should construe and administer these rules
to secure the just, speedy, and inexpensive determination of every action, so the parties share the
responsibilityto employ the rules in the same way. Most lawyers and parties cooperate to achieve
these ends. But discussions of ways to improve the administration of civil justice regularly include
pleas to discourage overse, misuse, and abuse of procedural tools tharease cost and result

in delay. Effective advocacy is consistent withand indeed depends upon cooperative and
proportional use of procedure.

This amendment does not create a new or independent source of sanctions. Neither does it
abridge the scopef any other of these rules.

*k%
Rule 16. Pretrial Conferences; Scheduling; Management

(a)Purposes of a Pretrial Conferende.any action, the court may order the attorneys and any
unrepresented parties to appear for one or more pretrial conferencestich purposes as:

(1) expediting disposition of the action;

(2) establishing early and continuing control so that the case will not be protracted because of lack
of management;

(3) discouraging wasteful pretrial activities;
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(4) improving the quality of #atrial through more thorough preparation; and
(5) facilitating settlement.
(b) Scheduling.

(1) Scheduling OrdeExcept in categories of actions exempted by local rule, the district judge
or a magistrate judge when authorized by local tulaust issue a $wduling order:

0! 0 | FGSNI NBOSA DA yRule@&Sor LI NI A SaQ NBLIZ2 NI dzy RSN
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conference.

(2) Time to IssueThe judge must issue the scheduling order as sognagicable, but unless the
judge finds good cause for delay, the judge must issue it within the earlier of 90 days after any
defendant has been served with the complaint or 60 days after any defendant has appeared.

(3) Contents of the Order.

(A)RequiredContentsThe scheduling order must limit the time to join other parties, amend the
pleadings, complete discovery, and file motions.

(B)Permitted ContentsThe scheduling order may:

(i) modify the timing of disclosures undRules 26(aand26(e)(1);

(i) modify the extent of discovery;

(i) provide for disclosure, discovery, or preservation of electronically stored information;

(iv) include any agreements the parties reach for asserting claims of privilege or of protection as
trial-preparation material #er information is produced including agreements reached
underFederal Rule of Evidence 502;

(v) direct that before moving for an order relating to discovery, the movant must request a
conference with the court;

(vi) set dates for pretrial conferencesdfor trial; and
(vii) include other appropriate matters.

(4)Modifying a Schedul& schedule may be modified only for good cause and with the judge's
consent.
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(c)Attendance and Matters for Consideration at a Pretrial Conference.

(1) Attendance A repreented party must authorize at least one of its attorneys to make
stipulations and admissions about all matters that can reasonably be anticipated for discussion at
a pretrial conference. If appropriate, the court may require that a party or its represeatae
present or reasonably available by other means to consider possible settlement.

(2) Matters for ConsideratiomAt any pretrial conference, the court may consider and take
appropriate action on the following matters:

(A) formulating and simplifyindné issues, and eliminating frivolous claims or defenses;
(B) amending the pleadings if necessary or desirable;

(C) obtaining admissions and stipulations about facts and documents to avoid unnecessary proof,
and ruling in advance on the admissibility ofdmrice;

(D) avoiding unnecessary proof and cumulative evidence, and limiting the use of testimony
underFederal Rule of Evidence 702;

(E) determining the appropriateness and timing of summary adjudication URdler 56;

(F) controlling and scheduling disewny, including orders affecting disclosures and discovery
underRule 26and Rule®9through37;

(G) identifying witnesses and documents, scheduling the filing and exchange of any pretrial briefs,
and setting dates for further conferences and for trial;

(H) referring matters to a magistrate judge or a master;

() settling the case and using special procedures to assist in resolving the dispute when authorized
by statute or local rule;

(J) determining the form and content of the pretrial order;
(K) disposingf pending motions;

(L) adopting special procedures for managing potentially difficult or protracted actions that may
involve complex issues, multiple parties, difficult legal questions, or unusual proof problems;

(M) ordering a separate trial und&ule42(b)of a claim, counterclaim, crossclaim, thipdrty
claim, or particular issue;

29



(N) ordering the presentation of evidence early in the trial on a manageable issue that might, on
the evidence, be the basis for a judgment as a matter of law uRdéz 5@Qa)or a judgment on
partial findings undeRule 52(c);

(O) establishing a reasonable limit on the time allowed to present evidence; and
(P) facilitating in other ways the just, speedy, and inexpensive disposition of the action.

(d) Pretrial OrdersAfter any conference under this rule, the court should issue an order reciting
the action taken. This order controls the course of the action unless the court modifies it.

(e)Final Pretrial Conference and Ordefbe court may hold a final pretrial conference t
formulate a trial plan, including a plan to facilitate the admission of evidence. The conference
must be held as close to the start of trial as is reasonable, and must be attended by at least one
attorney who will conduct the trial for each party anddnyy unrepresented party. The court may
modify the order issued after a final pretrial conference only to prevent manifest injustice.

(f) Sanctions.

(1) In GeneralOn motion or on its own, the court may issue any just orders, including those
authorized byRule 37(b)(2)(A)(@)vii), if a party or its attorney:

(A) fails to appear at a scheduling or other pretrial conference;

(B) is substantially unprepared to participater does not participate in good faithin the
conference; or

(C) fails to obey a schedhd or other pretrial order.

(2) Imposing Fees and Coditsstead of or in addition to any other sanction, the court must order
the party, its attorney, or both to pay the reasonable expenseggluding attorney's fees
incurred because of any noncompliangih this rule, unless the noncompliance was substantially
justified or other circumstances make an award of expenses unjust.

Notes

(As amended Apr. 28, 1983, eff. Aug. 1, 1983; Mar. 2, 1987, eff. Aug. 1, 1987; Apr. 22, 1993, eff.
Dec. 1, 1993; Apr. 12, @6, eff. Dec. 1, 2006; Apr. 30, 2007, eff. Dec. 1, 2007; Apr. 29, 2015, eff.
Dec. 1, 2015.)

Committee Notes on Rulas2006 Amendment
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The amendment to Rule 16(b) is designed to alert the court to the possible need to address the
handling of discovery of elgonically stored information early in the litigation if such discovery is
expected to occur. Rule 26(f) is amended to direct the parties to discuss discovery of electronically
stored information if such discovery is contemplated in the action. Form@aénded to call for

a report to the court about the results of this discussion. In many instances, the court's
involvement early in the litigation will help avoid difficulties that might otherwise arise.

Rule 16(b) is also amended to include among thed®hat may be addressed in the scheduling
order any agreements that the parties reach to facilitate discovery by minimizing the risk of waiver
of privilege or workproduct protection. Rule 26(f) is amended to add to the discovery plan the
LJ- NIi A S alQor thaNd®durfzoiehter a casmanagement or other order adopting such an
agreement. The parties may agree to various arrangements. For example, they may agree to initial
provision of requested materials without waiver of privilege or protection to endéeparty
seeking production to designate the materials desired or protection for actual production, with
the privilege review of only those materials to follow. Alternatively, they may agree that if
privileged or protected information is inadvertentlyqatuced, the producing party may by timely
notice assert the privilege or protection and obtain return of the materials without waiver. Other
arrangements are possible. In most circumstances, a party who receives information under such
an arrangement cannassert that production of the information waived a claim of privilege or of
protection as trialpreparation material.

Ly 2NRSNJ) GKIFG AyOftdzZRSa (GKS LI NGASEAaQ AINBSYSyl
in discoverySee Manual for Complextigation(4th) 811.446. Rule 16(b)(6) recognizes the
propriety of including such agreements in the court's order. The rule does not provide the court
with authority to enter such a casmanagement or other order without party agreement, or limit

the court'sauthority to act on motion.

Committee Notes on Rulas2015 Amendment
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deleted. A scheduling conference is more effective if the court and parties engage ih direc
simultaneous communication. The conference may be held in person, by telephone, or by more
sophisticated electronic means.

The time to issue the scheduling order is reduced to the earlier of 90 days (not 120 days) after any
defendant has been served, 60 days (not 90 days) after any defendant has appeared. This
change, together with the shortened time for making service under Rule 4(m), will reduce delay
at the beginning of litigation. At the same time, a new provision recognizes that the court may
find good cause to extend the time to issue the scheduling order. In some cases it may be that the
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parties cannot prepare adequately for a meaningful Rule 26(f) conference and then a scheduling
conference in the time allowed. Litigation involving complex issuaultiple parties, and large
organizations, public or private, may be more likely to need extra time to establish meaningful
collaboration between counsel and the people who can supply the information needed to
participate in a useful way. Because thmei for the Rule 26(f) conference is geared to the time

for the scheduling conference or order, an order extending the time for the scheduling conference
will also extend the time for the Rule 26(f) conference. But in most cases it will be desirable to
hold at least a first scheduling conference in the time set by the rule.

Three items are added to the list of permitted contents in Rule 16(b)(3)(B).

The order may provide for preservation of electronically stored information, a topic also added to
the provisons of a discovery plan under Rule 26(f)(3)(C). Parallel amendments of Rule 37(e)
recognize that a duty to preserve discoverable information may arise before an action is filed.

The order also may include agreements incorporated in a court order undegrieeidRule 502
controlling the effects of disclosure of information covered by attorakgnt privilege or work
product protection, a topic also added to the provisions of a discovery plan under Rule 26(f)(3)(D).

Finally, the order may direct that befordifig a motion for an order relating to discovery the
movant must request a conference with the court. Many judges who hold such conferences find
them an efficient way to resolve most discovery disputes without the delay and burdens attending
a formal moton, but the decision whether to require such conferences is left to the discretion of
the judge in each case.

*k*

Rule 26. Duty to Disclose; General Provisions Governing Discovery
(a)Required Disclosures.
(2) Initial Disclosure.

(A)In GeneralExcept aexempted byRule 26(a)(1)(B)r as otherwise stipulated or ordered by
the court, a party must, without awaiting a discovery request, provide to the other parties:

(i) the name and, if known, the address and telephone number of each individual likelydgo ha
discoverable information along with the subjects of that informatianthat the disclosing party
may use to support its claims or defenses, unless the use would be solely for impeachment;
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(i) a copy or a description by category and locationf all documats, electronically stored
information, and tangible things that the disclosing party has in its possession, custody, or control
and may use to support its claims or defenses, unless the use would be solely for impeachment;

(iif) a computation of each cagery of damages claimed by the disclosing pamyho must also
make available for inspection and copying as urfiflele 34the documents or other evidentiary
material, unless privileged or protected from disclosure, on which each computation is based,
includng materials bearing on the nature and extent of injuries suffered; and

(iv) for inspection and copying as undeule 34, any insurance agreement under which an
insurance business may be liable to satisfy all or part of a possible judgment in the action o
indemnify or reimburse for payments made to satisfy the judgment.

(B)Proceedings Exempt from Initial Disclosige following proceedings are exempt from initial
disclosure:

(i) an action for review on an administrative record;
(ii) a forfeiture adon in rem arising from a federal statute;

(i) a petition for habeas corpus or any other proceeding to challenge a criminal conviction or
sentence;

(iv) an action brought without an attorney by a person in the custody of the United States, a state,
or astate subdivision;

(v) an action to enforce or quash an administrative summons or subpoena;

(vi) an action by the United States to recover benefit payments;

(vii) an action by the United States to collect on a student loan guaranteed by the United States;
(viii) a proceeding ancillary to a proceeding in another court; and

(ix) an action to enforce an arbitration award.

(C)Time for Initial Disclosuredn GeneralA party must make the initial disclosures at or within
mMmn RI&a I T (REINI6@MIBrencdulNdssialliffefent time is set by stipulation or court
order, or unless a party objects during the conference that initial disclosures are not appropriate
in this action and states the objection in the proposed discovery plan. In ruling on thetiohje

the court must determine what disclosures, if any, are to be made and must set the time for
disclosure.
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(D)Time for Initial Disclosured-or Parties Served or Joined Lafeparty that is first served or
otherwise joined after thdRule 26(f)confenece must make the initial disclosures within 30 days
after being served or joined, unless a different time is set by stipulation or court order.

(E)Basis for Initial Disclosure; Unacceptable Excusgmrty must make its initial disclosures
based on thanformation then reasonably available to it. A party is not excused from making its
disclosures because it has not fully investigated the case or because it challenges the sufficiency
of another party's disclosures or because another party has not madesdkosures.

(2) Disclosure of Expert Testimony.

(A)In Generalln addition to the disclosures required Rule 26(a)(1), a party must disclose to the
other parties the identity of any witness it may use at trial to present evidence urelderal Rule
of Evidence 702703, or705.

(B)Witnesses Who Must Providé/Mritten ReportUnless otherwise stipulated or ordered by the
court, this disclosure must be accompanied by a written repgmtepared and signed by the
witnesg if the witness is one retained opscially employed to provide expert testimony in the
case or one whose duties as the party's employee regularly involve giving expert testimony. The
report must contain:

(i) a complete statement of all opinions the witness will express and the basis asdnsefor
them;

(ii) the facts or data considered by the witness in forming them;
(i) any exhibits that will be used to summarize or support them;

(iv) the witness's qualifications, including a list of all publications authored in the previous 10
years;

(v) a list of all other cases in which, during the previous 4 years, the witness testified as an expert
at trial or by deposition; and

(vi) a statement of the compensation to be paid for the study and testimony in the case.

(C)Witnesses Who Do Not ProvidéNritten ReportUnless otherwise stipulated or ordered by
the court, if the witness is not required to provide a written report, this disclosure must state:

(i) the subject matter on which the witness is expected to present evidence Utetkaral Rulefo
Evidence 702703, or705; and
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(i) a summary of the facts and opinions to which the witness is expected to testify.

(D) Time to Disclose Expert Testimagxparty must make these disclosures at the times and in
the sequence that the court orders. Absenstipulation or a court order, the disclosures must be
made:

(i) at least 90 days before the date set for trial or for the case to be ready for trial; or

(i) if the evidence is intended solely to contradict or rebut evidence on the same subject matter
identified by another party undeRule 26(a)(2)(B)r (C), within 30 days after the other party's
disclosure.

(E)Supplementing the Disclosuféhe parties must supplement these disclosures when required
underRule 26(e).

(3) Pretrial Disclosures.

(A)In General.In addition to the disclosures required Rule 26(a)(1and (2), a party must
provide to the other parties and promptly file the following information about the evidence that
it may present at trial other than solely for impeachment:

(i) the name ad, if not previously provided, the address and telephone number of each witness
separately identifying those the party expects to present and those it may call if the need arises;

(if) the designation of those withesses whose testimony the party expegisetsent by deposition
and, if not taken stenographically, a transcript of the pertinent parts of the deposition; and

(iii) an identification of each document or other exhibit, including summaries of other evidence
separately identifying those items theafly expects to offer and those it may offer if the need
arises.

(B)Time for Pretrial Disclosures; Objectiddsless the court orders otherwise, these disclosures
must be made at least 30 days before trial. Within 14 days after they are made, unlessutie
sets a different time, a party may serve and promptly file a list of the following objections: any
objections to the use unddRule 32(apf a deposition designated by another party undarle
26(a)(3)(A)(il); and any objection, together with the gnds for it, that may be made to the
admissibility of materials identified und&ule 26(a)(3)(A)(iii). An objection not so madecept

for one underFederal Rule of Evidence 462403t is waived unless excused by the court for
good cause.
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(4)Form of DidosuresUnless the court orders otherwise, all disclosures uritigle 26(ajnust
be in writing, signed, and served.

(b) Discovery Scope and Limits.

(1) Scope in Generdlnless otherwise limited by court order, the scope of discovery is as follows:
Parties may obtain discovery regarding any nonprivileged matter that is relevant to any party's
claim or defense and proportional to the needs of the case, considering the importance of the
AaadzSa G adlr 1S Ay GKS I O0A 2 yehltivé dcss ltoYeedayfiti A y
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whether the burden or expense of the proposed discovery outweighs its likely benefit.
Information within this scope of discovery e not be admissible in evidence to be discoverable..

(2) Limitations on Frequency and Extent.

(A)When PermittedBy order, the court may alter the limits in these rules on the number of
depositions and interrogatories or on the length of depositions uritiele 30. By order or local
rule, the court may also limit the number of requests un&ere 36.

(B)Specific Limitations on Electronically Stored Informa#oparty need not provide discovery of
electronically stored information from sources that thearfy identifies as not reasonably
accessible because of undue burden or cost. On motion to compel discovery or for a protective
order, the party from whom discovery is sought must show that the information is not reasonably
accessible because of undue bardor cost. If that showing is made, the court may nonetheless
order discovery from such sources if the requesting party shows good cause, considering the
limitations ofRule 26(b)(2)(C). The court may specify conditions for the discovery.

(C)When Requirg. On motion or on its own, the court must limit the frequency or extent of
discovery otherwise allowed by these rules or by local rule if it determines that:

() the discovery sought is unreasonably cumulative or duplicative, or can be obtained from some
other source that is more convenient, less burdensome, or less expensive;

(ii) the party seeking discovery has had ample opportunity to obtain the information by discovery
in the action; or

(ii) the proposed discovery is outside the scope permitted bg RG(b)(1).

(3) Trial Preparation: Materials.
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(A)Documents and Tangible Thin@dinarily, a party may not discover documents and tangible
things that are prepared in anticipation of litigation or for trial by or for another party or its
representative ificluding the other party's attorney, consultant, surety, indemnitor, insurer, or
agent). But, subject tRule 26(b)(4), those materials may be discovered if:

(i) they are otherwise discoverable undeule 26(b)(1); and

(ii) the party shows that it has satantial need for the materials to prepare its case and cannot,
without undue hardship, obtain their substantial equivalent by other means.

(B)Protection Against Disclosudéthe court orders discovery of those materials, it must protect
against disclagre of the mental impressions, conclusions, opinions, or legal theories of a party's
attorney or other representative concerning the litigation.

(C)Previous StatemenAny party or other person may, on request and without the required
showing, obtain thgperson's own previous statement about the action or its subject matter. If the
request is refused, the person may move for a court order, and Rule 37(a)(5) applies to the award
of expenses. A previous statement is either:

(i) a written statement that the @rson has signed or otherwise adopted or approved; or

(i) a contemporaneous stenographic, mechanical, electrical, or other recardinga
transcription of it that recites substantially verbatim the person's oral statement.

(4) Trial Preparation: Experts.

(A)Deposition of an Expert Who May TestAyparty may depose any person who has been
identified as an expert whose opinions may be presented at trildulé 26(a)(2)(Bequires a
report from the expert, the deposition may be conducted only after téygort is provided.

(B)TrialPreparation Protection for Draft Reports or DisclosurReses26(b)(3)(Arnd (B)protect
drafts of any report or disclosure required undeule 26(a)(2), regardless of the form in which the
draft is recorded.

(C)TriakPrepaation Protection for Communications Between a Party's Attorney and Expert
WitnessesRules26(b)(3)(Arnd (B)protect communications between the party's attorney and
any witness required to provide a report undeule 26(a)(2)(B), regardless of the foomthe
communications, except to the extent that the communications:

(i) relate to compensation for the expert's study or testimony;
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(ii) identify facts or data that the party's attorney provided and that the expert considered in
forming the opinions to bexpressed; or

(i) identify assumptions that the party's attorney provided and that the expert relied on in
forming the opinions to be expressed.

(D)Expert Employed Only for Trial PreparatOndinarily, a party may not, by interrogatories or
depositimn, discover facts known or opinions held by an expert who has been retained or specially
employed by another party in anticipation of litigation or to prepare for trial and who is not
expected to be called as a witness at trial. But a party may do so only:

() as provided ifRule 35(b); or

(i) on showing exceptional circumstances under which it is impracticable for the party to obtain
facts or opinions on the same subject by other means.

(E)PaymentUnless manifest injustice would result, the court mwesjuire that the party seeking
discovery:

() pay the expert a reasonable fee for time spent in responding to discovery GRulier
26(b)(4)(A)pr (D); and

(i) for discovery under (D), also pay the other party a fair portion of the fees and expenses it
reasonably incurred in obtaining the expert's facts and opinions.

(5) Claiming Privilege or Protecting T+Rxdeparation Materials.

(A)Information WithheldWhen a party withholds information otherwise discoverable by
claiming that the information is privilegl or subject to protection as trigdreparation material,
the party must:

() expressly make the claim; and

(ii) describe the nature of the documents, communications, or tangible things not produced or
disclosed and do so in a manner that, without reveai information itself privileged or
protected, will enable other parties to assess the claim.

(B)Information Producedf information produced in discovery is subject to a claim of privilege or
of protection as trialoreparation material, the party makinthe claim may notify any party that
received the information of the claim and the basis for it. After being notified, a party must
promptly return, sequester, or destroy the specified information and any copies it has; must not
use or disclose the infornti@n until the claim is resolved; must take reasonable steps to retrieve
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the information if the party disclosed it before being notified; and may promptly present the
information to the court under seal for a determination of the claim. The producing auist
preserve the information until the claim is resolved.

(c)Protective Orders.

(1) In GeneralA party or any person from whom discovery is sought may move for a protective
order in the court where the action is pendingr as an alternative on mattenglating to a
deposition, in the court for the district where the deposition will be taken. The motion must
include a certification that the movant has in good faith conferred or attempted to confer with
other affected parties in an effort to resolve thésgute without court action. The court may, for
good cause, issue an order to protect a party or person from annoyance, embarrassment,
oppression, or undue burden or expense, including one or more of the following:

(A) forbidding the disclosure or discoyer

(B) specifying terms, including time and place or the allocation of expenses, for the disclosure or
discovery;

(C) prescribing a discovery method other than the one selected by the party seeking discovery;

(D) forbidding inquiry into certain matters, ¢imiting the scope of disclosure or discovery to
certain matters;

(E) designating the persons who may be present while the discovery is conducted;
(F) requiring that a deposition be sealed and opened only on court order;

(G) requiring that a trade secretr other confidential research, development, or commercial
information not be revealed or be revealed only in a specified way; and

(H) requiring that the parties simultaneously file specified documents or information in sealed
envelopes, to be opened asdltourt directs.

(2) Ordering Discoveryt a motion for a protective order is wholly or partly denied, the court may,
on just terms, order that any party or person provide or permit discovery.

(3) Awarding ExpenseRule 37(a)(5applies to the award ofxpenses.

(d) Timing and Sequence of Discovery.
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(1) Timing.A party may not seek discovery from any source before the parties have conferred as
required byRule 26(f), except in a proceeding exempted from initial disclosure URdler
26(a)(1)(B), or whenuthorized by these rules, by stipulation, or by court order.

(2) Early Rule 34 Requests.

Time to Deliver. More than 21 days after the summons and complaint are served on a party, a
request under Rule 34 may be delivered:

(i) to that party by any other payt and
(ii) by that party to any plaintiff or to any other party that has been served.

(B) When Considered Served. The request is considered to have been served at the first Rule 26(f)
conference.

(3)SequenceUnless the parties stipulate or the court 8BNE 2 G KSNBA &S F2N (K
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(A) methods of discovery may be used in any sequence; and
(B) discovery by one party does not require any other party to delay its discovery.
(e) Supplementing Disasures and Responses.

(1) In GeneralA party who has made a disclosure uné&eire 26(a) or who has responded to an
interrogatory, request for production, or request for admissiomust supplement or correct its
disclosure or response:

(A) in a timely mannef the party learns that in some material respect the disclosure or response
is incomplete or incorrect, and if the additional or corrective information has not otherwise been
made known to the other parties during the discovery process or in writing; or

(B) as ordered by the court.

(2) Expert Witnesd-or an expert whose report must be disclosed unidate 26(a)(2)(B), the
party's duty to supplement extends both to information included in the report and to information
given during the expert's depositiolAny additions or changes to this information must be
disclosed by the time the party's pretrial disclosures under Rule 26(a)(3) are due.

(f) Conference of the Parties; Planning for Discovery.
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(1) Conference Timindgexcept in a proceeding exempted fromitied disclosure under Rule
26(a)(1)(B) or when the court orders otherwise, the parties must confer as soon as practicable
and in any event at least 21 days before a scheduling conference is to be held or a scheduling
order is due undeRule 16(b).

(2)CoF SNBY OS /2y GSydT inlcoliekiatie partes migtycansideh theh i A S 3
nature and basis of their claims and defenses and the possibilities for promptly settling or
resolving the case; make or arrange for the disclosures required by R(d®D); discuss any

issues about preserving discoverable information; and develop a proposed discovery plan. The
attorneys of record and all unrepresented parties that have appeared in the case are jointly
responsible for arranging the conference, foreattpting in good faith to agree on the proposed
discovery plan, and for submitting to the court within 14 days after the conference a written

report outlining the plan. The court may order the parties or attorneys to attend the conference

in person.

(3)DizoveryPlanik. RA&AO02@SNE LX Iy Ydzad adladS GKS LI NI A ¢

(A) what changes should be made in the timing, form, or requirement for disclosures Ruoter
26(a), including a statement of when initial disclosures were made or will be made;

(B) the subjects on which discovery may be needed, when discovery should be completed, and
whether discovery should be conducted in phases or be limited to or focused on particular issues;

(C) any issues about disclosure, discovery, or preservation cfaiéally stored information,
including the form or forms in which it should be produced;

(D) any issues about claims of privilege or of protection asgrigparation materials, includirtg
if the parties agree on a procedure to assert these claims afteductiort whether to ask the
court to include their agreement in an ordender Federal Rule of Evidence 502

(E) what changes should be made in the limitations on discovery imposed under these rules or by
local rule, and what other limitations should beposed; and

(F) any other orders that the court should issue uneate 26(cpr underRule 16(band(c).

(4)Expedited Schedul#. necessary to comply with its expedited schedule Rate
16(b)conferences, a court may by local rule:

(A) requirethep NI ASE3Q O2yFSNBYyOS (2 200dzNJ £t Saa GKIFyYy
held or a scheduling order is due undeule 16(b); and
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(B) require the written report outlining the discovery plan to be filed less than 14 days after the
LI NI A S & G, oDexalFe $h PBayti€s from submitting a written report and permit them to
report orally on their discovery plan at tiRule 16(byronference.

(9) Signing Disclosures and Discovery Requests, Responses, and Objections.

(1) Signature Required; Effect ofj@ature.Every disclosure under Rule 26(a)(1) or (a)(3) and every
discovery request, response, or objection must be signed by at least one attorney of record in the
attorney's own name or by the party personally, if unrepresentec&and must state the signes”
address, email address, and telephone number. By signing, an attorney or party certifies that to
the best of the person's knowledge, information, and belief formed after a reasonable inquiry:

(A) with respect to a disclosure, it is complete and corescof the time it is made; and
(B) with respect to a discovery request, response, or objection, it is:

(i) consistent with these rules and warranted by existing law or by a nonfrivolous argument for
extending, modifying, or reversing existing law, or fstablishing new law;

(i) not interposed for any improper purpose, such as to harass, cause unnecessary delay, or
needlessly increase the cost of litigation; and

(iii) neither unreasonable nor unduly burdensome or expensive, considering the needs af¢he ca
prior discovery in the case, the amount in controversy, and the importance of the issues at stake
in the action.

(2) Failure to SigrOther parties have no duty to act on an unsigned disclosure, request, response,
or objection until it is signed, andhé¢ court must strike it unless a signature is promptly supplied
after the omission is called to the attorney's or party's attention.

(3) Sanction for Improper Certificatioli. a certification violates this rule without substantial
justification, the court on motion or on its own, must impose an appropriate sanction on the
signer, the party on whose behalf the signer was acting, or both. The sanction may include an
order to pay the reasonable expenses, including attorney's fees, caused by the violation.

Notes

(As amended Dec. 27, 1946, eff. Mar. 19, 1948; Jan. 21, 1963, eff. July 1, 1963; Feb. 28, 1966, eff.
July 1, 1966; Mar. 30, 1970, eff. July 1, 1970; Apr. 29, 1980, eff. Aug. 1, 1980; Apr. 28, 1983, eff.
Aug. 1, 1983; Mar. 2, 1987, eff. Aug. 1, 198, 2@, 1993, eff. Dec. 1, 1993; Apr. 17, 2000, eff.
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Dec. 1, 2000; Apr. 12, 2006, eff. Dec. 1, 2006; Apr. 30, 2007, eff. Dec. 1, 2007; Apr. 28, 2010, eff.
Dec. 1, 2010; Apr. 29, 2015, eff. Dec. 1, 2015.)

Committee Notes on Rulas2006 Amendment

Subdivisiond). Rule 26(a)(1)(B) is amended to parallel Rule 34(a) by recognizing that a party must
disclose electronically stored information as well as documents that it may use to support its
Of FAYa 2NJ RSTSyaSaod ¢KS (SNY dasahedDdddnRafihgdl £ &
Rule 26(a)(1) as in Rule 34(a). This amendment is consistent with the 1993 addition of Rule
HCOlFLOOMOO. 0D ¢KS GSNY aGaRIFGE O2YLWAfFdA2yas Aa
documents and electronically stored infortian.

Changes Made After Publication and Commekd noted in the introduction [omitted], this
provision was not included in the published rule. It is included as a conforming amendment, to
make Rule 26(a)(1) consistent with the changes that were incliuddte published proposals.

[ Subdivision (a)(1)(E)Civil forfeiture actions are added to the list of exemptions from Rule
26(a)(1) disclosure requirements. These actions are governed by new Supplemental Rule G.
Disclosure is not likely to be useful.

Suldivision (b)(2) The amendment to Rule 26(b)(2) is designed to address issues raised by
difficulties in locating, retrieving, and providing discovery of some electronically stored
information. Electronic storage systems often make it easier to locate etngve information.
These advantages are properly taken into account in determining the reasonable scope of
discovery in a particular case. But some sources of electronically stored information can be
accessed only with substantial burden and cost. larigular case, these burdens and costs may
make the information on such sources not reasonably accessible.

It is not possible to define in a rule the different types of technological features that may affect
the burdens and costs of accessing electrotycalored information. Information systems are
designed to provide ready access to information used in regular ongoing activities. They also may
be designed so as to provide ready access to information that is not regularly used. But a system
may retain ifiormation on sources that are accessible only by incurring substantial burdens or
costs. Subparagraph (B) is added to regulate discovery from such sources.

Under this rule, a responding party should produce electronically stored information that is
relevart, not privileged, and reasonably accessible, subject to the (b)(2)(C) limitations that apply
to all discovery. The responding party must also identify, by category or type, the sources
containing potentially responsive information that it is neither séamg nor producing. The

identification should, to the extent possible, provide enough detail to enable the requesting party
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to evaluate the burdens and costs of providing the discovery and the likelihood of finding
responsive information on the identifiesburces.

A party's identification of sources of electronically stored information as not reasonably accessible
does not relieve the party of its commdaw or statutory duties to preserve evidence. Whether a
responding party is required to preserve unséwad sources of potentially responsive information

that it believes are not reasonably accessible depends on the circumstances of each case. It is
often useful for the parties to discuss this issue early in discovery.

The volume of and the ability to searah much electronically stored information means that in

many cases the responding party will be able to produce information from reasonably accessible
a2dz2NDOSa GKFG oAttt FdAte ardrate GKS LI NIASAQ
party slould obtain and evaluate the information from such sources before insisting that the
responding party search and produce information contained on sources that are not reasonably
accessible. If the requesting party continues to seek discovery of informé&ton sources
identified as not reasonably accessible, the parties should discuss the burdens and costs of
accessing and retrieving the information, the needs that may establish good cause for requiring
all or part of the requested discovery even if théoimmation sought is not reasonably accessible,

and conditions on obtaining and producing the information that may be appropriate.

If the parties cannot agree whether, or on what terms, sources identified as not reasonably
accessible should be searched atidcoverable information produced, the issue may be raised
either by a motion to compel discovery or by a motion for a protective order. The parties must
confer before bringing either motion. If the parties do not resolve the issue and the court must
decide, the responding party must show that the identified sources of information are not
reasonably accessible because of undue burden or cost. The requesting party may need discovery
to test this assertion. Such discovery might take the form of requiringésponding party to
conduct a sampling of information contained on the sources identified as not reasonably
accessible; allowing some form of inspection of such sources; or taking depositions of withesses
knowledgeable about the responding party's infornoat systems.

Once it is shown that a source of electronically stored information is not reasonably accessible,
the requesting party may still obtain discovery by showing good cause, considering the limitations
of Rule 26(b)(2)(C) that balance the costs gudential benefits of discovery. The decision
whether to require a responding party to search for and produce information that is not
reasonably accessible depends not only on the burdens and costs of doing so, but also on whether
those burdens and costsan be justified in the circumstances of the case. Appropriate
considerations may include: (1) the specificity of the discovery request; (2) the quantity of

information available from other and more easily accessed sources; (3) the failure to produce
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relevant information that seems likely to have existed but is no longer available on more easily
accessed sources; (4) the likelihood of finding relevant, responsive information that cannot be
obtained from other, more easily accessed sources; (5) predictiert® @ghe importance and
usefulness of the further information; (6) the importance of the issues at stake in the litigation;
FYR 6710 (GKS LI NGASEQ NBa2dzNOSao

The responding party has the burden as to one aspect of the ingwihether the identified
sources & not reasonably accessible in light of the burdens and costs required to search for,
retrieve, and produce whatever responsive information may be found. The requesting party has
the burden of showing that its need for the discovery outweighs the burdedscosts of locating,
retrieving, and producing the information. In some cases, the court will be able to determine
whether the identified sources are not reasonably accessible and whether the requesting party
has shown good cause for some or all of thgcdvery, consistent with the limitations of Rule
26(b)(2)(C), through a single proceeding or presentation. The -gaose determination,
however, may be complicated because the court and parties may know little about what
information the sources identifid as not reasonably accessible might contain, whether it is
relevant, or how valuable it may be to the litigation. In such cases, the parties may need some
focused discovery, which may include sampling of the sources, to learn more about what burdens
and osts are involved in accessing the information, what the information consists of, and how
valuable it is for the litigation in light of information that can be obtained by exhausting other
opportunities for discovery.

The goodcause inquiry and considerati of the Rule 26(b)(2)(C) limitations are coupled with the
authority to set conditions for discovery. The conditions may take the form of limits on the
amount, type, or sources of information required to be accessed and produced. The conditions
may also nclude payment by the requesting party of part or all of the reasonable costs of
obtaining information from sources that are not reasonably accessible. A requesting party's
willingness to share or bear the access costs may be weighed by the court in thétgrmhether

there is good cause. But the producing party's burdens in reviewing the information for relevance
and privilege may weigh against permitting the requested discovery.

The limitations of Rule 26(b)(2)(C) continue to apply to all discoveryeofrehically stored
information, including that stored on reasonably accessible electronic sources.

Changes Made after Publication and Commaé@inis recommendation modifies the version of the
proposed rule amendment as published. Responding to commentsthieapublished proposal
seemed to require identification of information that cannot be identified because it is not
reasonably accessible, the rule text was clarified by requiring identification of sources that are not
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reasonably accessible. Thetest &lr a2y o0t S | OO0OSaaAoAtAGe ol a Of
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The published proposal referred only to a motion by the requesting party to compel discovery.
The rule text has been changed to recognize that the responding party mayoadshtermine its
search and potential preservation obligations by moving for a protective order.

The provision that the court may for good cause order discovery from sources that are not
reasonably accessible is expanded in two ways. It now states spligificat the requesting party

is the one who must show good cause, and it refers to consideration of the limitations on discovery
set out in present Rule 26(b)(2)(i), (ii), and (iii).

The published proposal was added at the end of present Rule 26(Ib)2s been relocated to
become a new subparagraph (B), allocating present Rule 26(b)(2) to new subparagraphs (A) and
(C). The Committee Note was changed to reflect the rule text revisions. It also was shortened. The
shortening was accomplished in part bsieting references to problems that are likely to become
antique as technology continues to evolve, and in part by deleting passages that were at a level of
detail better suited for a practice manual than a Committee Note.

The changes from the publishedgposed amendment to Rule 26(b)(2) are set out below.
[Omitted]

Subdivision (b)(5)T'he Committee has repeatedly been advised that the risk of privilege waiver,
and the work necessary to avoid it, add to the costs and delay of discovery. When the resfiew is
electronically stored information, the risk of waiver, and the time and effort required to avoid it,
can increase substantially because of the volume of electronically stored information and the
difficulty in ensuring that all information to be producdths in fact been reviewed. Rule
26(b)(5)(A) provides a procedure for a party that has withheld information on the basis of privilege
or protection as triapreparation material to make the claim so that the requesting party can
decide whether to contesthe claim and the court can resolve the dispute. Rule 26(b)(5)(B) is
added to provide a procedure for a party to assert a claim of privilege opneglaration material
protection after information is produced in discovery in the action and, if the dsicontested,
permit any party that received the information to present the matter to the court for resolution.

Rule 26(b)(5)(B) does not address whether the privilege or protection that is asserted after
production was waived by the production. The countsve developed principles to determine
whether, and under what circumstances, waiver results from inadvertent production of privileged
or protected information. Rule 26(b)(5)(B) provides a procedure for presenting and addressing
these issues. Rule 26(b)(B) works in tandem with Rule 26(f), which is amended to direct the
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parties to discuss privilege issues in preparing their discovery plan, and which, with amended Rule
16(b), allows the parties to ask the court to include in an order any agreements ttiesp@ach
regarding issues of privilege or tHadeparation material protection. Agreements reached under
Rule 26(f)(4) and orders including such agreements entered under Rule 16(b)(6) may be
considered when a court determines whether a waiver has aeduiSuch agreements and orders
ordinarily control if they adopt procedures different from those in Rule 26(b)(5)(B).

A party asserting a claim of privilege or protection after production must give notice to the
receiving party. That notice should be initmg unless the circumstances preclude it. Such
circumstances could include the assertion of the claim during a deposition. The notice should be
as specific as possible in identifying the information and stating the basis for the claim. Because
the receivng party must decide whether to challenge the claim and may sequester the
information and submit it to the court for a ruling on whether the claimed privilege or protection
applies and whether it has been waived, the notice should be sufficiently detaled to enable

the receiving party and the court to understand the basis for the claim and to determine whether
waiver has occurred. Courts will continue to examine whether a claim of privilege or protection
was made at a reasonable time when delay ist gd the waiver determination under the
governing law.

After receiving notice, each party that received the information must promptly return, sequester,
or destroy the information and any copies it has. The option of sequestering or destroying the
information is included in part because the receiving party may have incorporated the information
in protected trialpreparation materials. No receiving party may use or disclose the information
pending resolution of the privilege claim. The receiving party m@ggnt to the court the
guestions whether the information is privileged or protected as {pidparation material, and
whether the privilege or protection has been waived. If it does so, it must provide the court with
the grounds for the privilege or prettion specified in the producing party's notice, and serve all
parties. In presenting the question, the party may use the content of the information only to the
extent permitted by the applicable law of privilege, protection for tpa¢paration materigland
professional responsibility.

If a party disclosed the information to nonparties before receiving notice of a claim of privilege or
protection as trialpreparation material, it must take reasonable steps to retrieve the information
and to return it, @quester it until the claim is resolved, or destroy it.

Whether the information is returned or not, the producing party must preserve the information
pending the court's ruling on whether the claim of privilege or of protection is properly asserted
and wheher it was waived. As with claims made under Rule 26(b)(5)(A), there may be no ruling if

the other parties do not contest the claim.
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Changes Made After Publication and Comméinte rule recommended for approval is modified
from the published proposal. Thele is expanded to include trigireparation protection claims
in addition to privilege claims.

¢CKS Llzo0f AAKSR LINRPLIRAIFIE NBEFSNNBR (2 LINRPRdAzOGAZ2Y
This reference to intent was deleted because many courtsudleclintent in the factors that
determine whether production waives privilege.

¢KS LldzofAaKSR LINRBLRalf NBIldANBR (KFG GKS LINEBR
The time requirement was deleted because it seemed to implicate the questionhehet
production effected a waiver, a question not addressed by the rule, and also because a receiving
party cannot practicably ignore a notice that it believes was unreasonably delayed. The notice
procedure was further changed to require that the produguagty state the basis for the claim.

Two statements in the published Note have been brought into the rule text. The first provides that
the receiving party may not use or disclose the information until the claim is resolved. The second
provides that if thereceiving party disclosed the information before being notified, it must take
reasonable steps to retrieve fit.

The rule text was expanded by adding a provision that the receiving party may promptly present
the information to the court under seal for a&termination of the claim.

The published proposal provided that the producing party must comply with Rule 26(b)(5)(A) after
making the claim. This provision was deleted as unnecessary.

Changes are made in the Committee Note to reflect the changes in kadext.
The changes from the published rule are shown below. [Omitted]

Subdivision (f)Rule 26(f) is amended to direct the parties to discuss discovery of electronically
stored information during their discovetydt | Yy Ay 3 O2y FSNByY OSissuest KS  NJ
NBfFGAYy3 G2 RA&AOf2&adz2NE 2NJ RAaO20SNE 2F St SO
required in cases not involving electronic discovery, and the amendment imposes no additional
requirements in those cases. When the parties do anti@pdisclosure or discovery of
electronically stored information, discussion at the outset may avoid later difficulties or ease their
resolution.

When a case involves discovery of electronically stored information, the issues to be addressed
during the Rul@6(f) conference depend on the nature and extent of the contemplated discovery
FYR 2F GKS LINILIASAQ AYyTF2NNIOA2Yy adeadaSyao L
systems, and accordingly important for counsel to become familiar with those sydtefare the
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conference. With that information, the parties can develop a discovery plan that takes into
account the capabilities of their computer systems. In appropriate cases identification of, and
early discovery from, individuals with special knowledd a party's computer systems may be
helpful.

The patrticular issues regarding electronically stored information that deserve attention during the
discovery planning stage depend on the specifics of the given $aseManual for Complex
Litigation(4th) 840.25(2) (listing topics for discussion in a proposed order regarding-ameet
confer sessions). For example, the parties may specify the topics for such discovery and the time
period for which discovery will be sought. They may identify the various esuof such
information within a party's control that should be searched for electronically stored information.
They may discuss whether the information is reasonably accessible to the party that has it,
including the burden or cost of retrieving and reviag/the information.SeeRule 26(b)(2)(B). Rule
26(f)(3) explicitly directs the parties to discuss the form or forms in which electronically stored
information might be produced. The parties may be able to reach agreement on the forms of
production, makingliscovery more efficient. Rule 34(b) is amended to permit a requesting party
to specify the form or forms in which it wants electronically stored information produced. If the
requesting party does not specify a form, Rule 34(b) directs the responding jgasdtate the
forms it intends to use in the production. Early discussion of the forms of production may facilitate
the application of Rule 34(b) by allowing the parties to determine what forms of production will
YSSG 023K LI NI A Saton of @spuked aver the fhiiinsiof produstibrii may Aelp |
avoid the expense and delay of searches or productions using inappropriate forms.

Rule 26(f) is also amended to direct the parties to discuss any issues regarding preservation of
discoverable informatin during their conference as they develop a discovery plan. This provision
applies to all sorts of discoverable information, but can be particularly important with regard to
electronically stored information. The volume and dynamic nature of electropicatired
information may complicate preservation obligations. The ordinary operation of computers
involves both the automatic creation and the automatic deletion or overwriting of certain
information. Failure to address preservation issues early in tigatiobn increases uncertainty and
raises a risk of disputes.

CKS LI NIASAEQ RA&OdzaaA2y akK2z2dzZ R LI & LI NI AOdz | N
needs to preserve relevant evidence and to continue routine operations critical to ongoing
activities.Complete or broad cessation of a party's routine computer operations could paralyze

the party's activitiesCf. Manual for Complex Litigatidnn 4§ K0 2MMPnHH 064! of Iy
order may be prohibitively expensive and unduly burdensome for partiesroignt on computer
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in their discussions, with the goal of agreeing on reasonable preservation steps.

The requirement that the parties discuss preservatioesinot imply that courts should routinely
enter preservation orders. A preservation order entered over objections should be narrowly
tailored. Ex parte preservation orders should issue only in exceptional circumstances.

Rule 26(f) is also amended to proeidhat the parties should discuss any issues relating to
assertions of privilege or of protection as tr@leparation materials, including whether the
parties can facilitate discovery by agreeing on procedures for asserting claims of privilege or
protection after production and whether to ask the court to enter an order that includes any
agreement the parties reach. The Committee has repeatedly been advised about the discovery
difficulties that can result from efforts to guard against waiver of privilegd workproduct
protection. Frequently parties find it necessary to spend large amounts of time reviewing
materials requested through discovery to avoid waiving privilege. These efforts are necessary
because materials subject to a claim of privilege ortgmtion are often difficult to identify. A
failure to withhold even one such item may result in an argument that there has been a waiver of
privilege as to all other privileged materials on that subject matter. Efforts to avoid the risk of
waiver can impos substantial costs on the party producing the material and the time required for
the privilege review can substantially delay access for the party seeking discovery.

These problems often become more acute when discovery of electronically stored infonnatio

sought. The volume of such data, and the informality that attends usenodieand some other

types of electronically stored information, may make privilege determinations more difficult, and
privilege review correspondingly more expensive and tinmmsaming. Other aspects of
electronically stored information pose particular difficulties for privilege review. For example,
production may be sought of information automatically included in electronic files but not
apparent to the creator or to readerso@puter programsmay retain draft language, editorial
O02YYSyilaz yR 20KSNJ RSt SGSR YFGGSNI 6a2YSiAyYSa
SRAG&L0 AY +y StSOGNRBYAO FAES odzi y23G YIFH1S 0K
history,traq Ay 3> 2NJ YIFylF3SYSyid 2F Iy St SOGNRYAO TFAf
not apparent to the reader viewing a hard copy or a screen image. Whether this information
should be produced may be among the topics discussed in the Rule 26(f) conféfénsgit may

need to be reviewed to ensure that no privileged information is included, further complicating the

task of privilege review.

Parties may attempt to minimize these costs and delays by agreeing to protocols that minimize
the risk of waiver.They may agree that the responding party will provide certain requested

materials for initial examination without waiving any privilege or protecti@ometimes known
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produced. This designation is the Rule 34 request. The responding party then responds in the usual
course, screening only those documents actually requested for formal production and asserting
privilege claims as provided in Rule 26(b)(5)(A). Merobccasions, parties enter agreements
a2YSGAYSA OFft SR @4t pradactio® YithdutInkeBt $ Yvaiwe privilege or
protection should not be a waiver so long as the responding party identifies the documents
mistakenly produced, and that theocuments should be returned under those circumstances.
Other voluntary arrangements may be appropriate depending on the circumstances of each
litigation. In most circumstances, a party who receives information under such an arrangement
cannot assert thaproduction of the information waived a claim of privilege or of protection as
trial-preparation material.

Although these agreements may not be appropriate for all cases, in certain cases they can
facilitate prompt and economical discovery by reducing gélefore the discovering party obtains
access to documents, and by reducing the cost and burden of review by the producing party. A
casemanagement or other order including such agreements may further facilitate the discovery
process. Form 35 is amended iteclude a report to the court about any agreement regarding
protections against inadvertent forfeiture or waiver of privilege or protection that the parties have
reached, and Rule 16(b) is amended to recognize that the court may include such an agreement
in a casemanagement or other order. If the parties agree to entry of such an order, their proposal
should be included in the report to the court.

Rule 26(b)(5)(B) is added to establish a parallel procedure to assert privilege or protection as trial
prepaation material after production, leaving the question of waiver to later determination by
the court.

Changes Made After Publication and Commé@iie Committee recommends a modified version

of what was published. Rule 26(f)(3) was expanded to refer tdtBeNY G2 NJ F2 N ae 27F
in parallel with the like change in Rule 34. Different forms may be suitable for different sources of
electronically stored information.

¢KS Llzof AaKSR wdzZ S HcodFoon0 LINRPLRAIT REAONNOG
whether, on their agreement, the court should enter an order protecting the right to assert

LINKA OAET SIS T FGSNI LINPRAzOGAZ2Y® ¢CKAA KFa 0SSy NB
concerning any issues relating to claims of privilege, includihtpe parties agree on a procedure

to assert such claims after productionwhether to ask the court to include their agreement in an

order. As with Rule 16(b)(6), this change was made to avoid any implications as to the scope of

the protection that may beB8F 2 NRSR o6& O2dzNIi | R2LJIA2Yy 2F GKS 1
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Rule 26(f)(4) also was expanded to include{pr&paration materials.

The Committee Note was revised to reflect the changes in the rule text.
The changes from the published rule are shown below. [@ahjtt
Committee Notes on Rules2015 Amendment

Rule 26(b)(1) is changed in several ways.

LYF2NXYIGA2Y Ad RAAO2OSNIo6ftS dzyRSNJ NBEOAA&ASR wdz
defense and is proportional to the needs of the case. The considerativats bear on
proportionality are moved from present Rule 26(b)(2)(C)(iii), slightly rearranged and with one
addition.

Most of what now appears in Rule 26(b)(2)(C)(iii) was first adopted in 1983. The 1983 provision
was explicitly adopted as part of the g@of discovery defined by Rule 26(b)(1). Rule 26(b)(1)
RANBOGUSR (GKS O2dz2NII G2 fAYAG GKS FTNBIdzSyoOe 2NJ
discovery is unduly burdensome or expensive, taking into account the needs of the case, the
amountinO2 Y G NP OSNBER & fAYAUlIGA2ya 2y (GKS LI NIGASAQ
ailr1S Ay GKS tAGAIFTGAR2Yy ®e G GKS alyYS GAYSI w
a discovery request, response, or objection certified that the retjugsponse, or objection was

Gy2i dzyNBl a2yl 06fS 2NJ dzyRdz & 06dzZNRSya2yYS 2N SELX
already had in the case, the amount in controversy, and the importance of the issues at stake in
GKS € AGAIL (A 2sysldaeed thekrésponhsibiltyitd Hokor thiegedimits on the scope of
discovery.

¢CKS Mdpyo /2YYAUGSS b2GS adlridSR GKIG GKS ySg LS
of overdiscovery. The objective is to guard against redundant or disproportionatevdrgcby

giving the court authority to reduce the amount of discovery that may be directed to matters that

are otherwise proper subjects of inquiry. The new sentence is intended to encourage judges to be
more aggressive in identifying and discouraging disopoveruse. The grounds mentioned in the
amended rule for limiting discovery reflect the existing practice of many courts in issuing
protective orders under Rule 26(c). . . . On the whole, however, district judges have been reluctant

to limitthe useofi KS RA 302 JSNE RSQOAOSadé

The clear focus of the 1983 provisions may have been softened, although inadvertently, by the

' YSYRYSyiGa YIRS Ay wmMdhppod ¢KS wmdopdpo /2YYAOGGSS
[was] subdivided into two paragraphs for ease oference and to avoid renumbering of

LJF N} 3N LKA 600 YR on0dé {dzoRAGARAY3I (GKS LI NI
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(b)(1) scope provisionshat appearance was immediately offset by the next statement in the
b23iSY a¢SEldzZ f OKIy3ISa NS GKSYy YIRS Ay ySé L
NEAY 2y (GKS SEGSYd 2F RA&02OSNE vé

The 1993 amendments added two factors to the consideratitvas bear on limiting discovery:
GKSGUKSNI aiKS 0dzZNRSYy 2NJ SELISyasS 2F GKS LINRLRZAS
AYLRNIFYOS 2F GKS LINRPLRAaSR RAAZO20OSNE Ay NBaz
limitations added by the 1993 discavé®@ | YSYRYSy iaz GKS /2YYAGGS
revisions in Rule 26(b)(2) are intended to provide the court with broader discretion to impose

F RRAGAZ2Y T NBaiNAOlGA2ya 2y GKS a02LS |yR SEGS
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The relationship between Rule 26(b)éhd (2) was further addressed by an amendment made in

Hnnn GKIFIG FRRSR | ySg aSydaSyoS 4 GKS SyR 27
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The present amendment restores the proportionality factors to their original place in defining the
scope of discovery. This clgereinforces the Rule 26(g) obligation of the parties to consider
these factors in making discovery requests, responses, or objections.

Restoring the proportionality calculation to Rule 26(b)(1) does not change the existing
responsibilities of the courtral the parties to consider proportionality, and the change does not
place on the party seeking discovery the burden of addressing all proportionality considerations.

Nor is the change intended to permit the opposing party to refuse discovery simply bggraaki
boilerplate objection that it is not proportional. The parties and the court have a collective
responsibility to consider the proportionality of all discovery and consider it in resolving discovery
disputes.

The parties may begin discovery without all fappreciation of the factors that bear on
proportionality. A party requesting discovery, for example, may have little information about the
burden or expense of responding. A party requested to provide discovery may have little
information about the imprtance of the discovery in resolving the issues as understood by the
NBIjdzSadGAy3d LI NGed alyed 2F GKS&S dzyOSNIFAYGASa
Rule 26(f) conference and in scheduling and pretrial conferences with the court. Bupdrties
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responsibilities would remain as they have been since 1983. A party claiming undue burden or
expense ordinarily has far better informatian perhaps theonly informationt with respect to

that part of the determination. A party claiming that a request is important to resolve the issues
should be able to explain the ways in which the underlying information bears on the issues as that
party understands them¢ KS 02 dzZNIi Qa4 NBalLRyaAoAfAGes dzaAay3
parties, is to consider these and all the other factors in reaching asgsessfic determination of

the appropriate scope of discovery.

¢tKS RANBOGAZ2Y (2 O2 gcaessRérdlévanKirBormatiomNadds SiemctextiNG £ | § 7
provide explicit focus on considerations already implicit in present Rule 26(b)(2)(C)(iii). Some cases
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may hae very little discoverable information. The other party may have vast amounts of
information, including information that can be readily retrieved and information that is more
difficult to retrieve. In practice these circumstances often mean that the buadersponding to

discovery lies heavier on the party who has more information, and properly so.

Restoring proportionality as an express component of the scope of discovery warrants repetition

of parts of the 1983 and 1993 Committee Notes that must notlds¢ from sight. The 1983

I 2YYAGGSS b23S SELXFAYSR GKIFG awi6KS NuzZ S 02
discovery process and thus acknowledges the reality that it cannot always operate on a self
NBEIdzZA F GAy3 o0l aradeé ¢KSNMdpHaSNPSRAGKES 6dG6KS
of recent decades has greatly increased both the potential cost of-veidging discovery and the
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explosion in 1993as been exacerbated by the advent efliscovery. The present amendment

again reflects the need for continuing and close judicial involvement in the cases that do not yield
readily to the ideal of effective party management. It is expected that discavilirige effectively

managed by the parties in many cases. But there will be important occasions for judicial
management, both when the parties are legitimately unable to resolve important differences and

when the parties fall short of effective, cooperaimnanagement on their own.

It also is important to repeat the caution that the monetary stakes are only one factor, to be
oFflyOSR F3aFAyad 20KSNJ FFEOU2NE® ¢KS wmMdopyo [/ 2Y)
substantive issues, as measured in phifdso, social, or institutional terms. Thus the rule
recognizes that many cases in public policy spheres, such as employment practices, free speech,
FYR 20KSNJ YFGGSNRZ YIe KFE@GS AYLRNIIFYOS FI N oS¢
substantive area also may involve litigation that seeks relatively small amounts of money, or no
money at all, but that seeks to vindicate vitally important personal or public values.
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to an impecunious party, nor justify unlimited discovery requests addressed to a wealthy party.
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handed manner that will prevent use of discovery to wage a @faattrition or as a device to
O2SNDS | LINIes gKSGKSNI FAYLFYyOALtte S 2N I

The burden or expense of proposed discovery should be determined in a realistic way. This
includes the burden or expense of producing electronically stored informatiompGter-based
methods of searching such information continue to develop, particularly for cases involving large
volumes of electronically stored information. Courts and parties should be willing to consider the
opportunities for reducing the burden or expse of discovery as reliable means of searching
electronically stored information become available.

A portion of present Rule 26(b)(1) is omitted from the proposed revision. After allowing discovery

2F Fye YFGGSNI NBtSOFyld (RS ILyNS aLSryNli eNdiEt SO I RIRvA Y
existence, description, nature, custody, condition, and location of any documents or other
GFry3aArotsS GKAy3a FyR GKS ARSyGAle FyR f20FGA2Y
Discovery of such matters is seaply entrenched in practice that it is no longer necessary to

clutter the long text of Rule 26 with these examples. The discovery identified in these examples
should still be permitted under the revised rule when relevant and proportional to the needs of

the case. Framing intelligent requests for electronically stored information, for example, may
NBIjdzANE RSGOFATSR AYF2NXNIFIGA2Y Fo62dzi | y23§KSN LI
resources.

The amendment deletes the former provision authorizing ttourt, for good cause, to order
discovery of any matter relevant to the subject matter involved in the action. The Committee has
0SSY AYFT2NNSR GKIFG GKAA fly3dzZad 3S Aa NINBfe& Ay
claim or defense sufficegjven a proper understanding of what is relevant to a claim or defense.

The distinction between matter relevant to a claim or defense and matter relevant to the subject
matter was introduced in 2000. The 2000 Note offered three examples of informatidn tha
adzidlofe F20dzaSRXY ¢2dzf R 6S NBfS@OlIyd G2 GKS LI
AYOARSyGa 2F GKS alyS (eLlSsz 2N Ay@2t gAy3 GKS
FNNI yISYSyda 2N FAfAYy I &de BhIAMBRT 12y R YAISY OKNI |
{ dzOK RAAO0O2@OSNE A& y20 FT2NBOf2aSR o0& GKS I YSyF
claims or defenses may also support amendment of the pleadings to add a new claim or defense

that affects the scope of diseery.

The former provision for discovery of relevant but inadmissible information that appears
GNBIl a2ylofe OFftOdAZ FiSR (2 tSIR G2 GKS RA&a020SI
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has been used by some, incorrectly, to define the scopesmiodery. As the Committee Note to
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of nonprivileged information not admissible in evidence remains availabtngas it is otherwise

within the scope of discovery.

Rule 26(b)(2)(C)(iii) is amended to reflect the transfer of the considerations that bear on
proportionality to Rule 26(b)(1). The court still must limit the frequency or extent of proposed
discovery, @ motion or on its own, if it is outside the scope permitted by Rule 26(b)(1).

Rule 26(c)(1)(B) is amended to include an express recognition of protective orders that allocate
expenses for disclosure or discovery. Authority to enter such orders is indluttegl present rule,

and courts already exercise this authority. Explicit recognition will forestall the temptation some
parties may feel to contest this authority. Recognizing the authority does not imply that cost
shifting should become a common praeticCourts and parties should continue to assume that a
responding party ordinarily bears the costs of responding.

Rule 26(d)(2) is added to allow a party to deliver Rule 34 requests to another party more than 21
days after that party has been served evéough the parties have not yet had a required Rule
26(f) conference. Delivery may be made by any party to the party that has been served, and by
that party to any plaintiff and any other party that has been served. Delivery does not count as
service; the equests are considered to be served at the first Rule 26(f) conference. Under Rule
34(b)(2)(A) the time to respond runs from service. This relaxation of the discovery moratorium is
designed to facilitate focused discussion during the Rule 26(f) confer&iseussion at the
conference may produce changes in the requests. The opportunity for advance scrutiny of
requests delivered before the Rule 26(f) conference should not affect a decision whether to allow
additional time to respond.

Rule 26(d)(3) is renungibed and amended to recognize that the parties may stipulate to-case
specific sequences of discovery.

Rule 26(f)(3) is amended in parallel with Rule 16(b)(3) to add two items to the discoveny plan
issues about preserving electronically stored informat&m court orders under Evidence Rule
502.
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Rule 34. Producing Documents, Electronically Stored Information, and Tangible Things, or
Entering onto Land, for Inspection and Other Purposes

(a)In GeneralA party may serve on any other party a requeghim the scope oRule 26(b):

(1) to produce and permit the requesting party or its representative to inspect, copy, test, or
sample the following items in the responding party's possession, custody, or control:

(A) any designated documents or electrotigatored information including writings, drawings,
graphs, charts, photographs, sound recordings, images, and other data or data compilations
stored in any medium from which information can be obtained either directly or, if necessary,
after translationby the responding party into a reasonably usable form; or

(B) any designated tangible things; or

(2) to permit entry onto designated land or other property possessed or controlled by the
responding party, so that the requesting party may inspect, measurggy, photograph, test, or
sample the property or any designated object or operation on it.

(b) Procedure.
(1) Contents of the Requedthe request:
(A) must describe with reasonable particularity each item or category of items to be inspected;

(B) mustspecify a reasonable time, place, and manner for the inspection and for performing the
related acts; and

(C) may specify the form or forms in which electronically stored information is to be produced.
(2) Responses and Objections.

(A)Time to Respond.heparty to whom the request is directed must respond in writing within 30

days after being served ar if the request was delivered under Rule 26(d}(2)within 30 days
FFOGSNI GKS LI NIASEQ FANRG wdzZ S HcoFO Q2 FSNBY
underRule 2%r be ordered by the court.
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(B)Responding to Each Itefror each item or category, the response must either state that

inspection and related activities will be permitted as requested or state with specificity the
grounds for objectingo the request, including the reasons. The responding party may state that
it will produce copies of documents or of electronically stored information instead of permitting
inspection. The production must then be completed no later than the time for ingpespecified

in the request or another reasonable time specified in the response.

(C)ObjectionsAn objection must state whether any responsive materials are being withheld on
the basis of that objection. An objection to part of a request must spebiypart and permit
inspection of the rest.

(D)Responding to a Request for Production of Electronically Stored Informimresponse may
state an objection to a requested form for producing electronically stored information. If the
responding party olgicts to a requested formor if no form was specified in the requesthe
party must state the form or forms it intends to use.

(E)Producing the Documents or Electronically Stored Informdtlaless otherwise stipulated or
ordered by the court, these proderes apply to producing documents or electronically stored
information:

(i) A party must produce documents as they are kept in the usual course of business or must
organize and label them to correspond to the categories in the request;

(ii) If a request des not specify a form for producing electronically stored information, a party
must produce it in a form or forms in which it is ordinarily maintained or in a reasonably usable
form or forms; and

(iif) A party need not produce the same electronically stbinformation in more than one form.

(c)Nonparties As provided irRule 45, a nonparty may be compelled to produce documents and
tangible things or to permit an inspection.

Notes

(As amended Dec. 27, 1946, eff. Mar. 19, 1948; Mar. 30, 1970, eff. 19yt Apr. 29, 1980, eff.

Aug. 1, 1980; Mar. 2, 1987, eff. Aug. 1, 1987; Apr. 30, 1991, eff. Dec. 1, 1991; Apr. 22, 1993, eff.
Dec. 1, 1993; Apr. 12, 2006, eff. Dec. 1, 2006; Apr. 30, 2007, eff. Dec. 1, 2007; Apr. 29, 2015, eff.
Dec. 1, 2015.)

Committee Ndes on Rules 2006 Amendment
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In 1970, Rule 34(a) was amended to include discovery of data compilations, anticipating that the

use of computerized information euld increase. Since then, the growth in electronically stored
information and in the variety of systems for creating and storing such information has been
RN} YIFGAO® [ s8SNER |yR 2dzRISa AYGSNILINBGSR GKS
information because it was obviously improper to allow a party to evade discovery obligations on

the basis that the label had not kept pace with changes in information technology. But it has
become increasingly difficult to say that all forms of electronicaltyred information, many
REYFEYAO AY VYIFddz2NBX FAG 6AGKAY GKS GNIRAGAZ2YI
information may exist in dynamic databases and other forms far different from fixed expression

on paper. Rule 34(a) is amended to confitmt discovery of electronically stored information

stands on equal footing with discovery of paper documents. The change clarifies that Rule 34
applies to information that is fixed in a tangible form and to information that is stored in a medium

from whid it can be retrieved and examined. At the same time, a Rule 34 request for production

2F GR20dzySyliaé¢ &aKz2dzZ R 0SS dzyRSNaRG22R (2 SyoO?
electronically stored information unless discovery in the action has clearly distireglibetween
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Discoverable information often exists in both paper and electronic form, and the same or similar
information might exist in both. The items listed in Rule 34(a) show different ways in which
information may be recorded or stored. Images, for example, might be-bapg documents or
electronically stored information. The wide variety of computer systems currently in use, and the
rapidity of technological change, counsel against a limiting origeedefinition of electronically
stored information. Rule 34(a)(1) is expansive and includes any type of information that is stored
electronically. A common example often sought in discovery is electronic communications, such
as email. The rule coverseither as documents or as electronically stored information
AYF2NNIEGAZ2Y Gald2NBR AY yeé YSRAdzYZ¢é G2 SyO2YLI
Rule 34(a)(1) is intended to be broad enough to cover all current types of corpaged
information, andflexible enough to encompass future changes and developments.
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invoke this expansive approach. A companion change is made to Rule 33(d), making it explicit tha
parties choosing to respond to an interrogatory by permitting access to responsive records may

do so by providing access to electronically stored information. More generally, the term used in

Rule 34(a)(1) appears in a number of other amendments, sutttoas to Rules 26(a)(1), 26(b)(2),
26(b)(5)(B), 26(f), 34(b), 37(f), and 45. In each of these rules, electronically stored information has
GKS alyYS ONRFR YSFIyAy3a AG KFa dzy RSN wdzZ S on
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discovery rules that are n@mended, including Rules 30(f), 36(a), and 37(c)(2). These references
should be interpreted to include electronically stored information as circumstances warrant.

¢CKS GSNY aStSOGNRYAOIftfte aAU02NBR AYT2NNthisiA2yé
term should be produced, and in what form, are separate questions that must be addressed under
Rules 26(b), 26(c), and 34(b).

The Rule 34(a) requirement that, if necessary, a party producing electronically stored information
translate it into reasonlly usable form does not address the issue of translating from one human
language to anothetSee In re Puerto Rico Elect. Power A@8&7 F.2d 501, 5@%10 (1st Cir.
1989).

Rule 34(a)(1) is also amended to make clear that parties may request an oppottutest or

sample materials sought under the rule in addition to inspecting and copying them. That
opportunity may be important for both electronically stored information and heoghy materials.

The current rule is not clear that such testing or sangpls authorized; the amendment expressly
permits it. As with any other form of discovery, issues of burden and intrusiveness raised by
requests to test or sample can be addressed under Rules 26(b)(2) and 26(c). Inspection or testing
of certain types of @ctronically stored information or of a responding party's electronic
information system may raise issues of confidentiality or privacy. The addition of testing and
sampling to Rule 34(a) with regard to documents and electronically stored informatiort is no
meant to create a routine right of direct access to a party's electronic information system,
although such access might be justified in some circumstances. Courts should guard against undue
intrusiveness resulting from inspecting or testing such systems.

Rule 34(a)(1) is further amended to make clear that tangible thingsturiik& documents and
land sought to be examinadbe designated in the request.

Subdivision (b)Rule 34(b) provides that a party must produce documents as they are kept in the
usual couse of business or must organize and label them to correspond with the categories in the
discovery request. The production of electronically stored information should be subject to
comparable requirements to protect against deliberate or inadvertent préidacin ways that

raise unnecessary obstacles for the requesting party. Rule 34(b) is amended to ensure similar
protection for electronically stored information.

The amendment to Rule 34(b) permits the requesting party to designate the form or forms in
which it wants electronically stored information produced. The form of production is more
important to the exchange of electronically stored information than of heogy materials,
although a party might specify hard copy as the requested form. SpecificHtibe desired form
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or forms may facilitate the orderly, efficient, and castective discovery of electronically stored
information. The rule recognizes that different forms of production may be appropriate for
different types of electronically storedformation. Using current technology, for example, a party
might be called upon to produce word processing documentmad messages, electronic
spreadsheets, different image or sound files, and material from databases. Requiring that such
diverse types belectronically stored information all be produced in the same form could prove
impossible, and even if possible could increase the cost and burdens of producing and using the
information. The rule therefore provides that the requesting party may asHifeerent forms of
production for different types of electronically stored information.

The rule does not require that the requesting party choose a form or forms of production. The
requesting party may not have a preference. In some cases, the requestiygmay not know

what form the producing party uses to maintain its electronically stored information, although
wdzZf'S HcOF0OO600 A& |YSYRSR G2 OFff F2NJ RAa&aOdz
prediscovery conference.

The responding party alsa involved in determining the form of production. In the written
response to the production request that Rule 34 requires, the responding party must state the
form it intends to use for producing electronically stored information if the requesting pastg do
not specify a form or if the responding party objects to a form that the requesting party specifies.
Stating the intended form before the production occurs may permit the parties to identify and
seek to resolve disputes before the expense and work efgloduction occurs. A party that
responds to a discovery request by simply producing electronically stored information in a form
of its choice, without identifying that form in advance of the production in the response required
by Rule 34(b), runs a rigkat the requesting party can show that the produced form is not
reasonably usable and that it is entitled to production of some or all of the information in an
additional form. Additional time might be required to permit a responding party to assess the
appropriate form or forms of production.

If the requesting party is not satisfied with the form stated by the responding party, or if the
responding party has objected to the form specified by the requesting party, the parties must
meet and confer under Reill37(a)(2)(B) in an effort to resolve the matter before the requesting
party can file a motion to compel. If they cannot agree and the court resolves the dispute, the
court is not limited to the forms initially chosen by the requesting party, stated byesigonding
party, or specified in this rule for situations in which there is no court order or party agreement.

If the form of production is not specified by party agreement or court order, the responding party
must produce electronically stored informati either in a form or forms in which it is ordinarily

maintained or in a form or forms that are reasonably usable. Rule 34(a) requires that, if necessary,
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some @rcumstances, the responding party may need to provide some reasonable amount of
technical support, information on application software, or other reasonable assistance to enable
the requesting party to use the information. The rule does not require a p@rtproduce
electronically stored information in the form it [sic] which it is ordinarily maintained, as long as it
is produced in a reasonably usable form. But the option to produce in a reasonably usable form
does not mean that a responding party is fiieeconvert electronically stored information from

the form in which it is ordinarily maintained to a different form that makes it more difficult or
burdensome for the requesting party to use the information efficiently in the litigation. If the
respondingparty ordinarily maintains the information it is producing in a way that makes it
searchable by electronic means, the information should not be produced in a form that removes
or significantly degrades this feature.

Some electronically stored informatiomay be ordinarily maintained in a form that is not
NEIazyloteé dzalofS o6& lyeé LINIGé&d hyS SEI YLE S Az
systems. The questions whether a producing party should be required to convert such information

to a more uable form, or should be required to produce it at all, should be addressed under Rule
26(b)(2)(B).

Whether or not the requesting party specified the form of production, Rule 34(b) provides that
the same electronically stored information ordinarily be prodd in only one form.

Changes Made after Publication and Commeéfrtie proposed amendment recommended for

F LILINRE @G f KIF&A 0SSy Y2RAFASR FTNRBY GKS LJzof A aK:!
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The references to the form of production areastged in the rule and Committee Note to refer
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information.

The published proposal allowed the requesting party to specify a form for production and
recognized that te responding party could object to the requested form. This procedure is now
amplified by directing that the responding party state the form or forms it intends to use for
production if the request does not specify a form or if the responding party obgecthe
requested form.
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The default forms of production to be used when the parties do not agree on a form and there is
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Some etctronically stored information cannot be searched electronically. In addition, there often

are many different levels of electronic searchabiliyhe published default would authorize
production in a minimally searchable form even though more easily sedrédbrms might be

available at equal or less cost to the responding party.

The provision that absent court order a party need not produce the same electronically stored
information in more than one form was moved to become a separate item for the sake of
emphasis.

The Committee Note was changed to reflect these changes in rule text, and also to clarify many
aspects of the published Note. In addition, the Note was expanded to add a caveat to the
published amendment that establishes the rule that documerdsd now electronically stored
informationt may be tested and sampled as well as inspected and copied. Fears were expressed
that testing and sampling might imply routine direct access to a party's information system. The
Note states that direct access isnotN&@ dzi Ay S NARIKGX al f 6 K2dzaK & dzOK
d42YS OANDdzradl yoSaods

The changes in the rule text since publication are set out below. [Omitted]
Committee Notes on Ruleas2015 Amendment

Several amendments are made in Rule 34, aimed at redudieg pbtential to impose
unreasonable burdens by objections to requests to produce.

Rule 34(b)(2)(A) is amended to fit with new Rule 26(d)(2). The time to respond to a Rule 34 request
RSEAGSNBR 0ST2NBE (KS LJ NI ASaQirstRide ZH(f)wanférénge. O2 y F

Rule 34(b)(2)(B) is amended to require that objections to Rule 34 requests be stated with
specificity. This provision adopts the language of Rule 33(b)(4), eliminating any doubt that less
specific objections might be suitableder Rule 34. The specificity of the objection ties to the new
provision in Rule 34(b)(2)(C) directing that an objection must state whether any responsive
materials are being withheld on the basis of that objection. An objection may state that a request
is overbroad, but if the objection recognizes that some part of the request is appropriate the
objection should state the scope that is not overbroad. Examples would be a statement that the
responding party will limit the search to documents or electronicstibyed information created
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within a given period of time prior to the events in suit, or to specified sources. When there is such
an objection, the statement of what has been withheld can properly identify as matters
GoAGKKSE RE | ye i KA thesearch specifidtl inidhi &jecticb2 LIS 2

Rule 34(b)(2)(B) is further amended to reflect the common practice of producing copies of
documents or electronically stored information rather than simply permitting inspection. The
response to the request must gt that copies will be produced. The production must be
completed either by the time for inspection specified in the request or by another reasonable time
specifically identified in the response. When it is necessary to make the production in stages the
response should specify the beginning and end dates of the production.

Rule 34(b)(2)(C) is amended to provide that an objection to a Rule 34 request must state whether
anything is being withheld on the basis of the objection. This amendment should end the
confusion that frequently arises when a producing party states several objections and still
produces information, leaving the requesting party uncertain whether any relevant and
responsive information has been withheld on the basis of the objections. Thiugiray party

does not need to provide a detailed description or log of all documents withheld, but does need
to alert other parties to the fact that documents have been withheld and thereby facilitate an
informed discussion of the objection. An objectidrat states the limits that have controlled the
search for responsive and relevant materials qualifies as a statement that the materials have been
GoAUKKSE Roé
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Rule 45. Subpoena

(a)In General.

(1) Form and Contents.

(A)Requirements In GeneralEvery sbpoena must:

(i) state the court from which it issued;

(ii) state the title of the action and its chattion number;

(iif) command each person to whom it is directed to do the following at a specified time and place:
attend and testify; produce designatelocuments, electronically stored information, or tangible
things in that person's possession, custody, or control; or permit the inspection of premises; and

(iv) set out the text oRule 45(djand (e).
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(B)Command to Attend a DepositiorNotice of the Raarding Method A subpoena commanding
attendance at a deposition must state the method for recording the testimony.

(C)Combining or Separating a Command to Produce or to Permit Inspection; Specifying the Form
for Electronically Stored InformatioA.commail to produce documents, electronically stored
information, or tangible things or to permit the inspection of premises may be included in a
subpoena commanding attendance at a deposition, hearing, or trial, or may be set out in a
separate subpoena. A subpoe may specify the form or forms in which electronically stored
information is to be produced.

(D)Command to Produce; Included Obligatiohsommand in a subpoena to produce documents,
electronically stored information, or tangible things requires thep@nding person to permit
inspection, copying, testing, or sampling of the materials.

(2) Issuing CourtA subpoena must issue from the court where the action is pending.

(3)Issued by WhonThe clerk must issue a subpoena, signed but otherwise in blark party
who requests it. That party must complete it before service. An attorney also may issue and sign
a subpoena if the attorney is authorized to practice in the issuing court.

(4)Notice to Other Parties Before Servifethe subpoena commands thergduction of
documents, electronically stored information, or tangible things or the inspection of premises
before trial, then before it is served on the person to whom it is directed, a notice and a copy of
the subpoena must be served on each party.

(b) Service.

(1) By Whom and How; Tendering Fesy person who is at least 18 years old and not a party
may serve a subpoena. Serving a subpoena requires delivering a copy to the named person and,
if the subpoena requires that person's attendance, tenderimg fees for 1 day's attendance and

the mileage allowed by law. Fees and mileage need not be tendered when the subpoena issues
on behalf of the United States or any of its officers or agencies.

(2) Service in the United States subpoena may be served atyaplace within the United States.

(3) Service in a Foreign Count?d U.S.C. 8178%verns issuing and serving a subpoena directed
to a United States national or resident who is in a foreign country.

(4)Proof of Servicd2roving service, when necessargguires filing with the issuing court a
statement showing the date and manner of service and the names of the persons served. The
statement must be certified by the server.
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(c)Place of Compliance.

(1)For a Trial, Hearing, or Depositigh.subpoena magommand a person to attend a trial,
hearing, or deposition only as follows:

(A) within 100 miles of where the person resides, is employed, or regularly transacts business in
person; or

(B) within the state where the person resides, is employed, or reguteahsacts business in
person, if the person

(i) is a party or a party's officer; or
(ii) is commanded to attend a trial and would not incur substantial expense.
(2) For Other Discoveri subpoena may command:

(A) production of documents, electronicadiored information, or tangible things at a place within
100 miles of where the person resides, is employed, or regularly transacts business in person; and

(B) inspection of premises at the premises to be inspected.
(d) Protecting a Person Subject to a $abna; Enforcement.

(1) Avoiding Undue Burden or Expense; Sanctidmmarty or attorney responsible for issuing and
serving a subpoena must take reasonable steps to avoid imposing undue burden or expense on a
person subject to the subpoena. The court the district where compliance is required must
enforce this duty and impose an appropriate sanctiomhich may include lost earnings and
reasonable attorney's fe@son a party or attorney who fails to comply.

(2) Command to Produce Materials or Permit Ingjpec

(A)Appearance Not Required.person commanded to produce documents, electronically stored
information, or tangible things, or to permit the inspection of premises, need not appear in person
at the place of production or inspection unless also comdea to appear for a deposition,
hearing, or trial.

(B)ObjectionsA person commanded to produce documents or tangible things or to permit

inspection may serve on the party or attorney designated in the subpoena a written objection to
inspecting, copyingesting or sampling any or all of the materials or to inspecting the premises

or to producing electronically stored information in the form or forms requested. The objection
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must be served before the earlier of the time specified for compliance or 14 alitgs the
subpoena is served. If an objection is made, the following rules apply:

(i) At any time, on notice to the commanded person, the serving party may move the court for the
district where compliance is required for an order compelling productiomgpection.

(i) These acts may be required only as directed in the order, and the order must protect a person
who is neither a party nor a party's officer from significant expense resulting from compliance.

(3) Quashing or Modifying a Subpoena.

(A)When Rquired.On timely motion, the court for the district where compliance is required must
guash or modify a subpoena that:

(i) fails to allow a reasonable time to comply;
(i) requires a person to comply beyond the geographical limits specifiedla45(c)

(i) requires disclosure of privileged or other protected matter, if no exception or waiver applies;
or

(iv) subjects a person to undue burden.

(B)When PermittedTo protect a person subject to or affected by a subpoena, the court for the
district where compliance is required may, on motion, quash or modify the subpoena if it requires:

(i) disclosing a trade secret or other confidential research, development, or commercial
information; or

(i) disclosing an unretained expert's opinion or informationttid@es not describe specific
occurrences in dispute and results from the expert's study that was not requested by a party.

(C)Specifying Conditions as an Alternativethe circumstances describedRule 45(d)(3)(B), the
court may, instead of quashing modifying a subpoena, order appearance or production under
specified conditions if the serving party:

(i) shows a substantial need for the testimony or material that cannot be otherwise met without
undue hardship; and

(i) ensures that the subpoenaed @&n will be reasonably compensated.

(e) Duties in Responding to a Subpoena.
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(1) Producing Documents or Electronically Stored Informalibese procedures apply to
producing documents or electronically stored information:

(A)DocumentsA person respondintp a subpoena to produce documents must produce them as
they are kept in the ordinary course of business or must organize and label them to correspond
to the categories in the demand.

(B)Form for Producing Electronically Stored Information Not Spedifiadsubpoena does not
specify a form for producing electronically stored information, the person responding must
produce it in a form or forms in which it is ordinarily maintained or in a reasonably usable form or
forms.

(C)Electronically Stored Inforrtian Produced in Only One Forfilme person responding need not
produce the same electronically stored information in more than one form.

(D)Inaccessible Electronically Stored Informatiime person responding need not provide
discovery of electronicallgtored information from sources that the person identifies as not
reasonably accessible because of undue burden or cost. On motion to compel discovery or for a
protective order, the person responding must show that the information is not reasonably
accesdle because of undue burden or cost. If that showing is made, the court may nonetheless
order discovery from such sources if the requesting party shows good cause, considering the
limitations ofRule 26(b)(2)(C). The court may specify conditions for tswodery.

(2) Claiming Privilege or Protection.

(A)Information WithheldA person withholding subpoenaed information under a claim that it is
privileged or subject to protection as tripteparation material must:

() expressly make the claim; and

(i) de<ribe the nature of the withheld documents, communications, or tangible things in a
manner that, without revealing information itself privileged or protected, will enable the parties
to assess the claim.

(B)Information Producedf information produced imesponse to a subpoena is subject to a claim

of privilege or of protection as trigdreparation material, the person making the claim may notify
any party that received the information of the claim and the basis for it. After being notified, a
party mustpromptly return, sequester, or destroy the specified information and any copies it has;
must not use or disclose the information until the claim is resolved; must take reasonable steps
to retrieve the information if the party disclosed it before being fietd; and may promptly

present the information under seal to the court for the district where compliance is required for
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a determination of the claim. The person who produced the information must preserve the
information until the claim is resolved.

() Transferring a SubpoerBelated MotionWhen the court where compliance is required did
not issue the subpoena, it may transfer a motion under this rule to the issuing court if the person
subject to the subpoena consents or if the court finds exceptionalgistances. Then, if the
attorney for a person subject to a subpoena is authorized to practice in the court where the
motion was made, the attorney may file papers and appear on the motion as an officer of the
issuing court. To enforce its order, the isgyicourt may transfer the order to the court where the
motion was made.

(g)Contempt.The court for the district where compliance is requiredand also, after a motion
is transferred, the issuing court may hold in contempt a person who, having been sdnfails
without adequate excuse to obey the subpoena or an order related to it.

Notes

(As amended Dec. 27, 1946, eff. Mar. 19, 1948; Dec. 29, 1948, eff. Oct. 20, 1949; Mar. 30, 1970,
eff. July 1, 1970; Apr. 29, 1980, eff. Aug. 1, 1980; Apr. 29, 198%\ugff 1, 1985; Mar. 2, 1987,

eff. Aug. 1, 1987; Apr. 30, 1991, eff. Dec. 1, 1991; Apr. 25, 2005, eff. Dec. 1, 2005; Apr. 12, 2006,
eff. Dec. 1, 2006; Apr. 30, 2007, eff. Dec. 1, 2007; Apr. 16, 2013, eff. Dec. 1, 2013.)

Committee Notes on Rules2006 Amendnent

Rule 45 is amended to conform the provisions for subpoenas to changes in other discovery rules,
largely related to discovery of electronically stored information. Rule 34 is amended to provide in
greater detail for the production of electronically séat information. Rule 45(a)(1)(C) is amended

to recognize that electronically stored information, as defined in Rule 34(a), can also be sought by
subpoena. Like Rule 34(b), Rule 45(a)(1) is amended to provide that the subpoena can designate
a form or formsfor production of electronic data. Rule 45(c)(2) is amended, like Rule 34(b), to
authorize the person served with a subpoena to object to the requested form or forms. In
addition, as under Rule 34(b), Rule 45(d)(1)(B) is amended to provide that if theesizbgoes

not specify the form or forms for electronically stored information, the person served with the
subpoena must produce electronically stored information in a form or forms in which it is usually
maintained or in a form or forms that are reasonabable. Rule 45(d)(1)(C) is added to provide
that the person producing electronically stored information should not have to produce the same
information in more than one form unless so ordered by the court for good cause.

As with discovery of electronidglstored information from parties, complying with a subpoena
for such information may impose burdens on the responding person. Rule 45(c) provides
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protection against undue impositions on nonparties. For example, Rule 45(c)(1) directs that a
partyserving adz L2 Syl dakKFfft GF1S NBlFLaz2ylofS adSLia

2y | LISNE2Yy &ddzo02S00 G2 GKS &adzolLR2Sylzé | yR wdz
adzo Ll2SyIl G2 2062S00G G2 A4 I yR RANDraecta pérgon G |y
K2 Aad YSAGKSNI I LINLe y2N I LI NIedya 2FFAOSNI

Rule 45(d)(1)(D) is added to provide that the responding person need not provide discovery of
electronically stored information from sourcelset party identifies as not reasonably accessible,
unless the court orders such discovery for good cause, considering the limitations of Rule
26(b)(2)(C), on terms that protect a nonparty against significant expense. A parallel provision is
added to Rule 2®)(2).

Rule 45(a)(1)(B) is also amended, as is Rule 34(a), to provide that a subpoena is available to permit
testing and sampling as well as inspection and copying. As in Rule 34, this change recognizes that
on occasion the opportunity to perform testingr sampling may be important, both for
documents and for electronically stored information. Because testing or sampling may present
particular issues of burden or intrusion for the person served with the subpoena, however, the
protective provisions of Rulé5(c) should be enforced with vigilance when such demands are
made. Inspection or testing of certain types of electronically stored information or of a person's
electronic information system may raise issues of confidentiality or privacy. The addition of
sampling and testing to Rule 45(a) with regard to documents and electronically stored information

IS not meant to create a routine right of direct access to a person's electronic information system,
although such access might be justified in some circuntg&s. Courts should guard against undue
intrusiveness resulting from inspecting or testing such systems.

Rule 45(d)(2) is amended, as is Rule 26(b)(5), to add a procedure for assertion of privilege or of
protection as trialpreparation materials after pragction. The receiving party may submit the
information to the court for resolution of the privilege claim, as under Rule 26(b)(5)(B).
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Electronic Discovery Reference Model

aag Processing

Preservation

L |dentification

-> Presentation

Collection

- -

VOLUME RELEVANCE

Electronic Discovery Reference Model / © 2014/ v3.0 / edrm.net

Information Governance
Getting your electronic house in order to mitigate r&lexpenses should-discovery become an
issue, from initial creation of ESI (electronically stored information) through its final disposition.
Identification
Locating potential sources of ESI & determining its scopadth & depth.
Preservation
Ensuring that ESI is protected against inappropriate alteration or destruction.
Collection
Gathering ESI for further use in thelesscovery procss (processing, review, etc.).
Processing
Reducing the volume of ESI and converting it, if necessary, to forms more suitable for review &
analysis.
Review
Evaluating ESI forlevance & privilege.
Analysis
Evaluating ESI for content & context, including key patterns, topics, people & discussion.
Production
Delivering ESI to others in appropriate fa@& using appropriate delivery mechanisms.
Presentation
Displaying ESI before audiences (at depositions, hearings, trials, etc.), especially in native & near
native forms, to elicit further information, validate etigy facts or positions, or persuade an
audience.
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What Every Lawyer Should Know Abouliscovery

Progress is impossible without change,
and those who cannot change tlreminds
cannot change anything--George Bernard Shaw

We have entereda golden age of evidence, ushered in by the monumental growth of data. All

who access electronically stored information (ESI) anddigséal devicesgenerateand acquire

vast volumes of digital evidenceNever in human history have we had so much probative
evidence, and never has that evidence been so objective and precise. Yet, lawyers are like farmers
O2YLIX FAYyAy3a 2F 2Af 2y (GKSANI LINBLISNI&T (GKSe& o
awoken to its value.

¢CKFGdQa y20 &dzNLINR & A Yy Jrdeeived 2pfadtical instiudiién SiNdctronye  LINJ O
evidence? Few law schools offer courses-Re2a 02 GSNBE X YR FSHSNI (S| OK
sets ediscovery apart. Continuing legal education courses shy away from the nuts and bolts of
information technology needed to competently manage and marshal digital evidence. Law
graduates are expected to acquire trade skills by apprenticeship; yet, expalieocasel have

no e-discovery expertise to pass on. Competencediseovery is exceptionally rare, and there is

little afoot to change thatsave the vain expectation thatlawyers will miraculously gain
competencewithout education oreffort.

As sourcs of digital evidence proliferate in the cloud, on mobile devices and tablets and within

the burgeoning Internet of Things, the gap between competent and incompetent counsel grows.

We suffer most when standard setters decline to define competence in thaysnight exclude
GKSY® + 3dzS LINRYy2dzyOSYSyiGa 2F | Rdzie G2 adal e
do not help lawyers know what they must kndw.

So, itis heartening when the state with the second largest number of practicing lawyengiica

takes a strong, clear stand on what lawyers must know abediseovery. The State Bar of
California Standing Committee on Professional Responsibility and Conduct issued an advisory
opinion in which the Committee sets out the level of skill andilianity required when, acting

alone or with assistance, counsel undertakes to represent a client in a matter implicating
electronic discovery.

The Committee wrote:

6Rule 1.1 of the American Bar Association Model Rul€s t NP FSaaArz2yl t / Aafyeczialprddder A RS &
competent representation to a client. Competent representation requires the legal knowledge, skill, thoroughness

and preparation reasonably necessary for the representation. / 2 YY Sg¢zii S y m @ o tedRia e a o 8
requisite knowledge and skill, a lawyer should keep abreast of changes in the law and its piachicing the

benefits and risks associated with relevant technolo@¥Emphasis added.

" The State Baof California Stanidg Committeeon Professional Responsibiliémd Conduct Formal Opinion Interim

No. 1:0004(2014).
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If it is likely that ediscovery will be sought, the duty of competence requires an attorney to assess
hisorherowneRA A 02 OSNE alAffta FyR NB&A2dz2NOSA clleit LI NI
with competent representation. If an attorney lacks such skills and/or resources, the attorney
must take steps to acquire sufficient learning and skill, or associate or consult with someone with

F LILINR LINR F G S SELISNIAAS (erally,l aaduhderictrrent techrolpgis! G 2 3
standards, attorneys handlingaiscovery should have the requisite level of familiarity and skill

to, among other things, be able to perform (either by themselves or in association with competent
co-counsel or expérconsultants) the following:

1. initially assess-discovery needs and issues, if any;

2. implement appropriate ESI preservation procedures, including the obligation to advise a
client of the legal requirement to take actions to preserve evidence, liketrenic
information, potentially relevant to the issues raised in the litigation;

analyze and understand a client's ESI systems and storage;

identify custodians of relevant ESI;

perform appropriate searches;

collect responsive ESI in a manner that pressithe integrity of that ESI,

advise the client as to available options for collection and preservation of ESI;

engage in competent and meaningful meet and confer with opposing counsel concerning
an ediscovery plan; and

9. produce responsive ESI in a recagai and appropriate mannér.

©NOOAW

Thus, California lawyers face a simple mandate when it comesliscevery, and one that should

take hold everywherelearn it, get helpr get out. Declining the representatiomay bethe only

ethical resposewhen(i KS I 68 SNJ 62y Qi KI @S adadzFFA@idde i GAY
caseOl y Qi &adzadl Ay (GKS Oz2acduns2idr expeitcors@tants MdsyeasesO 2 Y LIS |
I NB y Q (lugiotd bear e/ cdst of twavhen only one is competent

Each of the nine tasks implicate a broad range of technical and tactical skills. The interplay
0S06SSYy GSOKYAOIFf FyR GF OGA Gbnielj dz8zad5aWa a&xy Qi :
Both efficiency and effectiveness demand that, if the lawyer is to serve as decision maker and
advocate, thelawyer needs to do more than parrot a few phrases. The lawyer needs to
understandwhat the technologists are talkireoout.

To assess-discovery needs and issues, a lawyer must be capable of recognizingeatle and
issuesthat arise. This requires experience and a working knowledgthefcase law and
LINEPFS&aaAz2ylt € AGSNI (dzNBS I flLgeSNRa FANBROG ai
cases and digging into the argot of information technology. Wjencome across an unfamiliar
technicaltermA y |y 2 LAY A 2Y o it: bkt Off Gdagle B2l WiRipediSareA R

your friends!

81d.
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Implementing appropriate ESI preservation procedures means knowing how to scope,
O2YYdzy AOIFUS YR AYLX SYSyd | RSTFSyaArofS t€S3lIf
without understandig the tools and software your clientuse® dz Ol y Qi KSf LJ & 2 dzN.
data loss and spoliation if you have no idea what data is robust and tenacious and what is fragile

and transitory. How do you preserve relevant data and metadata witsoate notion of what

data and metadata exist and where it resides?

At first blush, identifying custodians of relevant ESI seems to require no speciabskishind

the scenesa cadre of custodianadminister andmaintainthe complex and dynamic server and
database environmentbusinessesused . 2dz Ol yQui mEMa® Gdepedinizd 1 2 R A
information technology than yoto preserve backup media or suspend programs mgglata

your client must preserveThese are tasks for ITCompetence includes the ability pose the

right questions to the right people.

Performing appropriate searches entails motean just guessing what search terms seem
sensible.Search is a scienc&earch tools varyidely, and counsel must understand what ge

toolscan and cannot do. Querishouldbe tested to assess @cision and recall. Small oversights

in search prompt big downstrearmosts and small tweaks prompt big savings. How do you
YySIA2GA1LGS Odzf t Ay3a | yR FAf (S NFays FESICaibdichledhadnd A F
filtered?

Some ESI can be preserved in place with little cost and burden and may even be safely and reliably
searched in place to save money. Other ESI requia¢s be collected and processed be
amenable to search. Understanding which is which is crucial to beimgetentto adviseclients
aboutavailable options

Lawyers lacking-discovery skills can mount a successful meet and confer oada8$iby getting
technicallyastute personnel together t#ance geeko-geekQ. dzii = cankbeexpengive, and
cautious competent counselwill want to understandthe risks and costsnot just trustthe
technologistdo | Y2 ¥ ¢ K| (i Q ahowahdwSedito pratectlpryviRged and sensitidata.

Competent counsel understands that there is no one form suited to production of every item of
ESI and know the costs and burdens associated with altefoates of production. Competent
counsel knows that converting native electronic formats to TIFF images increases the size of the
files many time and thus needlessly inflates the cost of ingestion and hosting by vendors.
I 2YLISGSyYy G 02 dzy & Sésenfiayi@ demands riéttve/ forsioQproduction to guard
against data loss and preserve utility. Conversely, competent counsel knows how to make the
case for TIFF production landicapan opponent or when needed for redaction.

Clearly, ther@ a | f 2 dGdisco@emBhanimany Bnagine, and much of it must fall within
S2dzyasStQa 1Sy® +ANIdatte Fif SOARSYOS (2RI @
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F2N¥Ya 6SQOS (NI RAUGAZ2YI fghod ESHoridéc&dBswhReAntbdndtdry i a &
technologes changed the world. Is it any wonder that lawyers have a lot of catching up to do?
Few excel atall the skills that trial work requires; but, every trial lawyer must minimally
competent in themall. Today, thenost demandingf these skills is-discovery.

s it fair to deem lawyers incompetent, evemethicak 06 SOl dzaS G KSeé R2y Qi L
GSNBY QU Gl dAKG Ay | g ayoriniddd for a vanishedibordd ofypapér F S S
documents; but to the courts and clientsdlS NIJJSR o0& (K2aS 2t R wAREDS Al
right.

ATTORNEY ESI COMPETENCE ™o’y oot

Assessment Preservation Sources
£ = M <
Custodians Search Collection
2 ‘ S
AL
Counsel Conference  Production
- »l ?;k - \‘:‘%’" C ‘
g TN @ g

State Bar of California Standing Committee on Professional Responsibility and Conduct, Formal Opinion No. 2015-193 (2015)
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Introduction to Digital Computers, Servers and Storage

In 1774, a Swiss watchmaker namedrR Jaquet
Droz built an ingenious mechanical doll resembling
a barefoot boy. Constructed of 6,000 handcrafted
LI NI1a FyR RdzooSR b[ U9¢{
Jaquets N T Q | dzi2Yl G2y dza$s
handwrite messages in cursive, up to 40 letters
long, with the content controlled by
interchangeable cams. The Writer is a charminght

example of an early programmable computer.

NA G S NE
02

The monarchs that marveled at JaggetNRB T Q f AGGf S

LISYYlFY RARY QU ySSR (2 dzyRSNREGI yR radditleinded g 2 NJ S
G2 dzy RSNBRUIFIYR GKS 2 LISNI GA 2 yiocantluctidikcveriBathskey i & Q
volume of electronically stored information (ESI) has exploded and the forms and sources of ESI
continue to morph and multiply, lawyers cduacting electronic discovery cannot ignore the
clockwork anymore New standards of competence demand that lawyansl litigation support
personnelmastercertainfundamentals of information technology and electronic evidence.

Data, Not Documents

Lawyers LI NI A Odzf F NI @8 (K2a&aS ¢K2 wRénRp@guateddaid avith dzLJ & A
documents when, in a digital world, documents are just one of the many forms in which electronic
information exists. Documents akin to the letters, memos and reports of yoreuatdor a

dwindling share of electronically stored information relevant in discovery, and documents
generated from electronic sources tend to convey just part of the information stored in the source.

The decisive information in a case may exist as ngthmore than a single bit of data that, in

O2y GiSEl> &aArdylfta 6KSGKSNI GKS T OG @&2dz aSS] G2
SEAAG dzy GAf | NBIljdzSaadg asSya Gz | RFaGlrolFasS UGN
documents, PowerPoint presttions and Excel spreadsheets lose content and functionality

when printed to screen images or papetr.

With so much discoverable information bearing so little resemblance to documents, and with
electronic documents carrying much more probative and usifiormation than a printout or
screen image conveys, competence in electronic discovery demands an appreciation of data more
than documents.
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Introduction to Data Storage Media

Mankind has been storing data for thousands of years, on stone, bone, dag, wetal, glass,

skin, papyrus, paper, plastic and film. In fact, people were storing data in binary formats long
before the emergence of modern digital computers. Records fréroeditury Persia describe an

organ playing interchangeable cylinders. hignth century textile manufacturers employed
perforated rolls of paper to control loomand Swiss and German music box makers used metal
drums or platters to store tunes. At the dawn of the Jazz Age, noesglécting American family

of means lacked player piano capable (moverf Saa0 2F NBLINRRdzOAY 3 GKS
greatest pianists.

2 KSGKSNJ 82dz adi2N8 RFEGE Fa | LISNF2NXGA2Y 2NJ |
two data states: hole or no hole, pin or no pin. Zeroes @son

Punched Cards

oA oo IBM 5081 80 column card
LYy U0KS wmdon @léackonicti&day y R T 2 NJ

storage led to the development of fast,

practical and coseffective binary storage

media. The first of these were punched

cards, initially made in a variety of sizes and

formats, but ultimately standardized by

IBM as the 8@olumns 12row f ®oTp € 0O &

0 ®H pfarndat (right) that dominated

O2YLMziAy3a ¢Sttt Ayil2 -76 Kh$ auihd spe® indny a middighNE e M pT p
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